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Los desafios de la IA




Knowledges graphs

Knowledge graphs:
* Representacion de conceptos relacionados con otros conceptos
e Captura explicita del conocimiento con ontologias y anotacién semantica
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Data Fabric
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Data Fabric

Data Product Pipeline:

Canal de datos que transforma
conjuntos de datos brutos en
productos de datos semanticos
interoperables que pasan a formar
parte del grafo de conocimiento

©39° Telefénica
® Innovacién Digital

Provenanee

[c,,..m.mH m}_.

Data Product Owner

(oan

G
/
'\Souroe

4

’ Access | |
Control | !

'zex
/
\

Y.

Access
Control

Data
Consumer

Data Product Consumer



Data Fabric
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Data Fabric

Data Catalog: oromtet
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Data Fabric

Acceso no autorizado: Un fallo en los mecanismos de control de acceso podria permitir a

Q un atacante hacerse pasar por un usuario con privilegios elevados, lo que daria lugar a la
ingestion de datos contaminados u obtener acceso no autorizado a los datos almacenados
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Access Control

Keycloak es un gestor de acceso e identidad

de cadigo abierto Authentication

Q

Basado en OAuth 2.0 y OpenlD Connect
Keycloak puede conectarse a servidores
LDAP y Active Directory existentes

7%

Keycloak soporta politicas de
autorizacidén y es capaz de combinar
diferentes mecanismos de control de
acceso:

I Request: Authentication(user,password)

bpronse: Authentication(access_token

Control de acceso basado en atributos

Resource request

T
Data Owner Keycloak ‘
-

8 KEYCLOAK
__" / \
Keycloak f \
(l thN + Auch) )l“lReSOUI'OGﬂ‘I
LDAP. P o
" ‘ Data Product |
API GW Manager (Data ‘
\»_Product Onboarding)
Autenticacidn

(ABAC)

—Request: OnboardDataProduct( _token)

Control de acceso basado en roles
(RBAC)

Control de acceso basado en usuarios
(UBAC)

Control de acceso basado en el

Y

[——Request: checkToken(access_token)

Response: checkToken() 200 OK—>{

Peticidn a un

recurso

Request: OnboardDataProduct———>|

A

contexto (CBAC)

Response: OnboardDataProduct————
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Access Control

PEP Policy Enforcement Point Q YCLOAK
Solicita y aplica las decisiones de politica N R K;ng?k esource)
PDP Policy Decision Point User Check “omenied
- Evaluta la politica a partir de la solicitud Polcies |
oPA Open Policy Agent
(PDP)

Open Policy Agent

# By default, deny requests.
default allow := false

Open Policy Agent
Evalua politicas, valida, soporta Pull / Push
» Desarrollado bajo los auspicios del CNCF

[11 . ”
‘ PO“Cy as COde # user_is_admin is true if "admin" is among the user's roles as per data.user_roles
 Permisos detallados | user_is_admin if "admin" in data.user_roles[input.user]

# Allow admins to do anything.
allow if user_is_admin
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Access Control

I’ LDAP
Data Owner Keycloak = OPA
N\
L Request: Authentication(user,password)——
Request: checkPolicies()———>
[€—Response: checkPolicies() OK
<—~Response: Authentication(access_token)—— )

API GW

Autenticacion

Data Product
Manager (Data
Product Onboarding)

—Request: OnboardDataProduct(access_token)

A

[€—Response: checkPolicies() OK

Request: checkPolicies()———>]

Request: checkToken(access_token)

Response: checkToken() 200 OK

—Request: OnboardDataProduct—————»f

Peticidon

Response: OnboardDataProduct:
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Access Control

Data Owner Keycloak

LDAP

——Request: Authentication(user,pagsword)——

«—Response: Authentication(accesg|_token)——

[€—Response: checkPolicies() OK—

Request: checkPolicies()——>

tefiros/keycloak-opa-
authz-demo

roduct
r (Data
boarding)

tefiros/keycloak-opa-authz-demo

Contribute to tefiros/keycloak-opa-authz-demo development by creating an
account on GitHub.

Autenticacion

——Request: OnboardDataProduct(acdess_token)

[€—Response: checkPolicies() OK—1

Request: checkPolicies()————>

Request: §heckToken(access_token)

Peticidon

Response: checkToken() 200 OK

Request: OnboardDataProduct—————>

Response: OnboardDataProduct

©39° Telefénica

® Innovacion Digital



Access Control

"access_token":

Maintainer

Q
/\

Base user

"error": "access_denied",

"error_description": "OPA Access Check failed.
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Autenticacion

Keycloak
(PEP)

Check
Policies

OK/Denied

OPA
(PDP)

# Access Policy: Authentication
allow if{
kc.isClient("Apisix")
kc.isProtocol("openid-connect")

kc.isRealm("opademo")
kc.isGrantType("password")
kc.hasRealmRole("admin")




Access Control

Peticidon a un recurso

{"error":"OPA Access Check failed"

Maintainer

Keycloak
(PEP)

—» Resource

/\ Check OK/Denied

Policies
Data Product Owner # Access Policy: Onboard
allow if {
input.resource.resourcePath == "opademo/clients/168609d0-a202-4355-a081-04b@3b13b%aa"
status": "Data product onboa St OPA kc.isRealm("opademo")

(PDP) kc.isClient|("Apisix"|)
kc.hasRealmRole("admin")
input.subject.username == "data_product_owner"
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Access Control

Trazabilidad

Keycloak

ealmRoles"
"clientRoles
account :manage-account"
“attributes" : {
"emailVerified" :

lefault-roles—opadem
ealm-management:view-users",
account:manage-account-links" 1,

, "offline_access", "uma_authorization" ],

false

"resourceld"

"resourceType
"resourcePath
"resourceName

06753737-7213-402b-a61d-77994335d07e",
: "client",
opademo/clients/06753737-7213-402b-a61d-77994335d07e",
DataProductManager"

,
"context" : {
"attributes" :
'urn:ietf:params:oauth:grant-type:uma-ticket",
"remoteAddress" : "192.168.159.228"

"Bearer eyJhbGci0iJSUzIINiIsInR5cCIg0iAiS1dUIiwia21kIiA6ICIBbEQOUGSIQmS|
I6MTcyNzcwODE4MiwianRpIjoiZTdkYWQxOGYtNzF1YS@ONGM3LWE3MTEtZGRKMDQ4NjAwMjImIiwiaXNzIjoiaHROcDoVL ZE|
VtZW50IiwiYWNjb3VudCIdLCIzdWIi0iI30D1iMjQ@OMS1kM2N1LTR1OWEtODAGMy@50D LhOWI2MzNiMjQil CI0eXAi0i]CZWF|
E3Mi00YjQ1LWI1YTktYjFiMjYZzMDIhMTI3IiwiYWNyIjoiMSIsImFsbG93ZWQth3IpZ2lucyI6WyIvKildLCIyZWFsbVOhY2N|
1pbiIsInVtYV9hdXRob3JpemF@aW9uI119LCIyZXNvdXJjZVOhY2N1c3MiOnsicmVhbGotbWFuYWdlbwvudCI6eyJyb2xlcyl
JhY2NvdW501Ijp7InJvbGVzIjpbImlhbmFnZS1hY2NvdW50IiwibWFuYWd1LWFjY291bnQtbGlua3Mil CI2aWV3LXByb2ZpbGU|
1iMWIyNjMwMmEXMj cil.CI1bWFpbF92ZXJpZml1ZCI6ZmFsc2UsIm5hbWUi0iJkYXRhX3Byb2R1Y3Rfb3duZXIgZGFOYVIwcm9|
5fbmFtZSI6ImRhdGFfcHIVZHVjdF9vd251ciIsImZhbWlseVOuYW1lIjoiZGFOYVIwecmIkdwNOX293bmVyIn@. sNfyn5e1Gy2
iF-34wrtzY6v25qsQmNWODOLALSd1Bd55mocc40AQXEp—9j9370AXL1SgUoQyQERkwt r7RcUAK10fFHPQTI92FN7_WEDgj c2D|
JH8SKrSttRDBWYgc 15BUEIMAX6WGFsddVZRvbM5G4j J9eqNal0KFjRE2CY1Sb3fiEG3mwsCY8i2A",

"Content-Type application/x-www—form-urlencoded"

},
"body" :

"audience=DataProductManager&grant_type=urn:ietf:params:oauth:grant-type:uma-ticke|
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ealm-management:query-users", "realm-man|

(PEP)

A
Check

- OK/Denied
Policies

{

"result" : true,

"metadata" : {

"decision_id

}

» Resource

"4c16e297-aaef-43e2-8693-d21b12aebdad"




Access Control

IA

Este trabajo es un
logro significativo en
la gestion de datos y
la seguridad,
especialmente en el
dinamico panorama
de la inteligencia
artificial
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Access Control

Rendimiento

A pesar de un ligero
aumento de la
latencia, este nuevo
enfoque mejora la
seguridad al
proporcionar un
marco de control de
acceso mas solido
y flexible
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Access Control

Exploracién

« Exploracion de consultas
directas a OPA

« Continuacion de las
contribuciones
comunitarias

« Participacion en la
elaboracion de normas

* Investigacion e
innovacion continuadas
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