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CCS%%T&&E%?WThe Madrid Quantum Network

“Ingeniamos el futuro’

Index.

o Quantum Communications from a network perspective.
o« Why is it urgent to do Quantum Communications?
o Why is difficult to do networked quantum comms?

e European and Worldwide Quantum Networks Panorama.
e Quantum testbeds in Madrid and the OpenQKD project
o EuroQCl and Madrid Quantum
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-~ L0555~ Quantum Communications

“Ingeniamos el futuro’

What is Quantum communications?

e Quantum Communications:

o The ability to transport information encoded in the states of quantum systems.

o E.g. a qubit (the analogous of a bit in quantum information) enconded in the
polarization states of light (any two-states quantum system could do)

« It allows to do things that cannot be done using only classical resources:

o Quantum Cryptography
« Quantum state teleportation
o Quantum Sensing/metrology

o Communications between quantum computers
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T CCS Bk Informacién Cuantica.

} EI Qu bit . “Ingeniamos el futuro

. Definamos dos estados cuanticos como Oy 1: 0>y |1>

. |0> significa “el estado cuantico que representa al valor 0 del qubit”... Sea cual sea su
implementacion fisica: la polarizacion de un foton, estados de espin...

. Un estado genérico de un qubit se escribe: |d> = x|0O> + B|1>

. Lectura (medida): - Prob. o2
al0> + B|1> ML /
- (02+B2 = 1) > [[i=8 Prob. p?

. Notese que la lectura modifica el estado del qubit.
. Teorema de la No-clonacion: No se puede copiar un estado cuantico desconocido.
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CS G Resources: The Qu bit.

“Ingeniamos el futuro’

Reading the state of a qubit (measurement):

measurement - Prob. a2
afos # pits — L _
\- Prob. (32 |

. (°+B2%2 =1, measurement done in the {|0>,|1>} basis.
- Note: measurement modifies the state of the qubit.
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CCS ... Quantum Cryptography. 8

Computational

Simulation POI.ITECN'CA

“A gubit cannot be cloned*”

* Naive statement with shades of gray... Alice ﬁ Bob

Ingredients: }°
A qubit emitter (think photons): Alice. o/g I d

Can prepare qubits in different states and basis. *

A qubit receiver: Bob
Can measure qubits in different basis

A quantum channel (able to transport the Eve

qubits from Alice to Bob) '@

A classical channel (public but authentic)
.. and the spy (Eve)

——— Canal cuantico

= . mmmmm  Canal clasico
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8 Center for Sl
S NES not easy

..... Quantum communications are (]

“Ingeniamos el futuro’

The Quantum channel

) 0 km 109
10 B S B S B B phOtOhS/SeC.
y S uopumo ]

Signals are always absorbed. TS o] 15 km 5108
o Except in perfect vacuum. g ) 150 km 106
o Exponential decay 5 \ 300 km 1000
o Free space: aperture -
_ _ : . 600 km 1 p per
Quantum systems interact with the 15— 20 min.
environment seestm ~ 900km 1 pper

Quantum cryptography directly sending

« Decoherence: Loss of information Quantum systems is fundamentally
limited in reach

. Just a couple of many problems ot

36 years

Losses in fibre 0.2 dB/km

Ve
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and losses is not the only

CCS Conmy blem? R
Simulation p ro e m = POUTECNICA
“Ingeniamos el futuro
Limited reach pomt to pomt extremely weak signals.
10% _
- 3:5‘5'” f Comm. laser
2" \. Single photon
g ] (not to scale)
(T: 102 _ \\\\\ _ /
gw ““‘ ' J|\_
o | 5 A\ = 0.2~0.8 nm (DWDM)
"o 10 20 30 40 50 AN = 3~20 nm (CWDM)
Distancia (Km)
- N0|se N the flbre Raman
-25 dBm : | ‘e
voun Difficult to detect.
m .
. » Absorpions
RUITSIEN s | Masked by the
Photon 3 : y
(approx. scale) 105 48m L1 noise .
1400 nm 1550 nm ONIVERSIDAD AUTONOVA fundacionhm

14000 ‘ Y(:(\)M\Piﬁbli:.il)\(é E | DE MADRID |
Raman backscattering of a signal at -

1549 nm [ DOI: 10.1063/1.1842862]

8

investi gac 6n



e A
" ._--_-- ...... | B 4
Center for SO — — ? \‘-...r‘//
C C S Computational
Simulation POUTECN'CA

“Ingeniamos el futuro’

We know that quantum information is “more powerful” than
classical information.

We know that we can do more things... but dealing with
guantum signals is not easy, and in a network is even worse...

o Quantum crypto is the most mature application.

o Information Theoretic Security : “invulnerable” to computational
attacks.

.. but, is it worth?

Let’s concentrate just in quantum cryptanalysis.
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"':.'llffsgggt;:gﬂuantum Computing and Crypto: Do we
® have a prObIem? “Ingeniamos el futuro

» Quantum computers break, in polynomial time, the most
used algorithms for public key cryptography and key
distribution.

- RSA , _
> Elliptic curve cryptography Shor’s Algorlthm
- Diffie-Hellman (RSA/ECC)

» But, you know, building a quantum computer will take
forever...

> Or, at least, so many years that you do not need to worry...
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CCSEs;t;gt;t Quantum Computing and Crypto: Do we __

Simuiation 5 POLITECNICA
h ave a p ro b I e m = “Ingeniamos el futuro’
'Quantum
Computer
TIME TO COLLAPSE (2)
15 YEARS

MIGRATION TIME (Y) SECURITY SHELF LIFE (X)

10 YEARS 7 YEARS

-1
—
—

1 i T |
2017 2027 2032 2034

From : Quantum Computing: Progress & Prospects 2018. A Consensus Report. National Academy of
Sciences, Engineering and Medicine (adapted from M. Mosca, 2015)
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~-CCS&u- ... Write your own answer:

“Ingeniamos el futuro

» Z: Time to a quantum computer: ?

» Y: Time to fully change the security infrastructure:
Estimate (NIST) 20yrs.

» X: Shelf life: 1-50 yrs. (what is your application?)

If X+Y > Z... you have problems.
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asiIE - sese ... people think that in 30 years conventional public 3'

RO gy ™ -/

-CCSers  crypto as we know it will be killed by Quantum ooy

® C Simulation R
® Com pUtIng- “Ingeniamos el futuro’

EXPERT OPINIONS ON THE

Solution as an
LIKELIHOOD OF A _ ..
SIGNIFICANT QUANTUM eXpertS opinion

THREAT TO PUBLIC-KEY
CYBERSECURITY
AS FUNCTION OF TIME

<1% <5% <30% mM~50% m>70% MWM>95% MW>99% pO”

(Global Risk Institute, 2019)

5 YEARS 12 8 2

Please indicate how likely

10 YEARS 4 8 5 you estimate that a quantum
computer, able to factorize

15 YEARS 3 8 a 2048-bit number in less
than 24 hours, will be built
within the next 5 years,

20 YEARS = 2 10 5 4 1 10 years, 15 years, 20 years,

and 30 years,

30 YEARS

Y TANH [ ol |

https://globalriskinstitute.org/download/quantu

Numbers reflect how many experts (out of 22) assigned a certain probability range. m-threat-timeline-full-re port-2/
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OUANTUM
FLAGSHIP
QuantumManifesto
_ _ ANew Era of Technology May 2016
« 10 years _
Framework.
* First Calls 2018 g
« 1000 M€
« Alll Quantum

Tech.

Similar programs in US.
» Last developments on networks: Quantum Cybersecurity

Preparedness Act of April 2022. Quantum Chicago Exchange
Network, Q-NEXT (DoE Research Centre at Argonne Nat. Lab.)

Japan, China, Australia, S. Korea, Russia also
have nation-wide quantum grograms. =:-
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Beijing Rural
Commercial
Bank
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ICBC
Beijing
branch

and BEIDG)

Vienna

45 g -

‘ g e | |§ Belng Anhuismall loa
R regulatory

T < § platform

“Micius” satellite. Intercontinental QKD  National Quantum Backbone

Beijing-Shangai 2016. 2000 Km.
32 trusted relays
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e s UPM & Quantum Networks e (&

2014

f: filtered port
r: reflected port

B

s

—
=y

I EA

Backbone

olte

Full metro ,
network: CWDM i
core + GPON

access oy Madrid SDN QKD Network — fgssseee —
e ! (actual layout) A Py -Largest 1 571520.000 o ENESTOONTS
AR A1 = SR ¢ Quantum
Network in
Europe ever. ‘M { ‘ . .'
*Industrial \I |l '|l
participation. ~-~ “w»- W ww

*Real world ' MW‘ Wk

network |nSta| Ied 10.0 db/DIV 1520 - 1570 nm 5 nm/DIV

“The Engineering of a SDN
Quantum Key Distribution
Network” IEEE Comms. Mag.

July 2019, Special number “The in production

f g o 1.7Tbps classical /
oo ST GRS facilities. Quantum C-Band
http://arxiv.org/abs/1907.00174 *Full network copropagation

stack developed
SN Ly UPM



http://arxiv.org/abs/1907.00174

S Madrid Quantum Network. g

Computational

- Simulation The OpenQK prOject ..

» Considered as the “EuroQCI Ramp up”
» European Open QKD Network

» Testbeds to demonstrate the feasibility and

maturity of Quantum Communications OPEI I j % L ‘I(D

technologies.

» 33 Use-cases

» OpenCalls to increase the exposure to
Quantum Communications of new players.
o 4 calls runs in the Madrid testbed

-
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sz OPEIN <2 QKD : The EuroQCl Ramp-up (&

Computational

DAITECNICA

S w ——— O\

Demonstrating real world use-cases in real deployments ° 16 Test Sites. *  OpenCalls (1M#&)eniamos et fjuturo
38 partners /18 M€ * 4 large Major testbeds

redi
madrid

Madrid SDN

57156

é?’ g The EuroQCI
Ramp-up

POLITECNICA

“Ingeniamos el futuro’
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MadQC| OPCI<: QKD

000
* Deployed, full installation. : Telefonica
* Telefonica Ring redi
% Under deployment madrid

BoM (26 Q devices installed)
4 QKD pairs idQ systems (3xC & 2x0 band) <o

o B 4 QKD pairs Toshiba (O band) :’E’f/a \'{:,"l
«  ADVA optical transport equipment. e/
.44{' ' e 2 ADVA Level 1 encryptors.
o - . 5 R&S Level 2 SITLine encryptors

*  Plus 5 HWDU CV QKD pairs (from CiviQ) '"geniames el futuro

Important: A real world network.

e Shared quantum and Classical infrastructure,
including optical fibre. CV+DV systems on the

:.-aJShan.V- ,," e
“iey lﬁ.‘d 33Km - 10dB g ' "™ @ same Fibre. Two connected operators. Several

— - o
ﬁ- S : : % » (quantum and Classical, QKD & encrypt.)
5 - manufacturers.
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OPLCII <> QKD

mEmmnommns D
4 W:wm:wxm i ——
R L T T T i Sessit .

- R&S L2 encryptor

 OADM+programm. b EE— =
Switch (add/drop - I ) > HWDU
uantum Channels

' -‘\)IIA—IIIIIILI_ : Q ) -l CV QKD +

—— " SDNserver | [ ° F S 3 2 servers

T ‘ ' iVi
N R ‘ , s —F w From CiViQ
_ ADVA OTN + | — N . %uiron

Link encryptor

Qu | J ote Quijolge
a “central” Node
%intin

2idQ DV QKD (Cand O-band, | « 2 Quantum & service channels DV and CV
-1550 nm +1310nm) from/to previous/next node. Compatibility
OpenQKD systems in C & O bands in same fiber.
* C(Classical communications in bidi fiber,
cyphered L1, L2 & L3 traffic. 22

vedo
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=

Center for
Computational
Simulation

ISG-QKD 004
“Application

Interface”

Key structure: SD-QKD-
Node Abstraction

SDN Controller

OpenFlow
NETCONF
APPS
SDN Agent
_ Key stats ih
T : :
-Key-requirements.......: Ei E ﬁ?g:;g:;it:\on
Keys |: I
: :E:
i.J=I._I
LKMS Bl
Dl
5 P
(Key P
;extractlon ——
. H ]
Lo o —
S QKD System [—
Quantunru

ISG-QKD 015 “Quantum Key Distribution Control
Interface for Software Defined Networks”

—mman}-féiéLL

ETSI: Industry

Specification
Group on QKD.

NW people is familiar with..this
way of doing things.
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OPLII <> QKD

Madrid, ES

Network security and attestation (Use-Case 15)
Critical infrastructure protection (Use-Case 16)

QKD as a cloud service (Use-Case 17)

=

Security in e-health services (Use-Case 18)

=]

Quantum cryptography for B2B and 5G networks (Use-Case 25)

[

Self-healed network management (Use-Case 26)

=

Check for many more use-cases

+ OpenCalls successful

submissions:
« Q-KaaS: QKD Keys as a Service
* Up and Running —SME (Spain)
* Phylogenetic Trees (Quantum Secure
Multiparty)
» Coimbra Genomics -SME (Portugal)
* U. Aveiro (Portugal)
« HWDU Research (Germany, also
CiViQ partner)
« QGeKO GMV- Access to Galileo Public
Regulated Services

+ New approved OpenQKD use

case.
* Private transactions and permissioning in

DLT networks. (UC-35, Telefonica)


http://www.openqkd.eu/

- e TR
- - 3 -

.,.;-.Z:ij :C:ES Center for j e m p I O S d e M é t r i C a S 18 y 25. e-Health, B2B and 5G sewic;;%;;0_31

Computationa
Simulation

Latency in serving a request, in microseconds | | ATENCIA ENTRE MM. VV ’

Latency [ms]

15. Network security and attestation. KPI 29 025 — quevedo-Quite

—— Quijote-Quevedo
—— Quintin-Quevedo

Increased latency, in milliseconds 0.20 - Quevedo-Quintin
Latency [ms] with and without OPoT. Quintin-Quijote-Quevedo scenario.
25 0.15 -
20 4 0.10 -
0.05 -
15 - :
Increasing of latency average 3.27 ms

17. QKD as a Cloud Service. KPI 17 ey MU RIBY W !

10 4
W . 0 0 Q e (o8
A A 29 29 % o o
WS @ @ o o P
A S e et Number of requests served per second 708 2 82
5 1 I Latency average with OPoT: 6.62 ms Transactions with LKMS components r,/‘\\
B e X Sl
534 + 1960 533 £ 1746

Distrito

Latency average without OPoT: 3.35 ms

4’/ ) \ A | 2251543
‘

01 Y . . r . . Quirén \ ) ( ® ) o
W W o © o0 o0 o A N, o/ &
10’1:} \ 101:1- A 101:1' DQ 1011 bq 1011' ) 1011 S 101:1 o \1,// S
Date [days

Concepcion

) x () Quijano
Qe Y
1124748 ( .\ j
=
\\ /,f 1246 + 784
I <Ko link % ) = Modia
B Gorder node . QuInto - variabiity

Metic=atb



(g FUTURO: PLAN COMPLEMENTARIO DE 1+D+ ]
“*"" EN COMUNICACIONES CUANTICAS [ETE

Ingeniamos el futuro

CONTEXTO:

* Plan de Recuperacion, Transformacion y Resiliencia incluye un paguete de medidas para
el fortalecimiento de las capacidades del Sistema Espanol de Ciencia, Tecnologia e
Innovacion.

* Planes Complementarios de I+D+l constituyen una nueva herramienta de coordinacion y
co-gobernanza de la programacion de la Admin. General del Estado y las Comunidades
Autonomas.

* |Inicialmente priorizadas 8 areas (EECTI 21-27). Comunicaciones Cuanticas es una.
* Asignacion inicial aproximada para todas las areas ~ 250M€ + Contribuciones CCAA

e Status Comunicaciones Cuanticas: Ultimos pasos: Pendiente de firma de convenios. 6

CCAA involucradas: Castilla y Ledn, Cataluiia, Galicia, Madrid, Pais Vasco + CSIC + Valencia
* Estimado total Comunicaciones Cuanticas: +50M€
 Comienzo esperado: 2022

* Participacion Industrial: ngmadas competitivas LA o

INTERNATIONAL

CAMPUS OF Universidad

S D% UNIVERSIDAD
G | SCE 2 RGE Ry Joam carlos @ ' COMPLUTENSE  [UNIVERSIDAD AUTONOMA fundaaonhm

DRYENl 2000 investigacién



Esqguema General:

. “CCS e Coordination with the EC framework
e Imulation

(3) Software Comunicaciones Cudnticas s e

(2) Hardware Comunicaciones Cuanticas | —

v vV vV & . ! “ v ,,,

(1) EuroQCl — Hacia una Infraestructura Europea de Comunicaciones

emprendimiento
(7) Ecosistema Industrial, difusion y
explotacion de resultados

(6) RR.HH. y formacidn para el

Cuanticas

(4) Hardware Procesado Cudntico I R D
!

(5) Software Procesado Cuantico L B
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