Seguridad, control de acceso y
conformado a traves de L3 VPNs

Departamento de Fisica Teorica
Universidad Autonoma de Madrid

Pablo Collado Soto & José del Peso Malagon - 18/10/2022



Nuestro laboratorio !;};IE'!TﬁNST

* Gestionamos un laboratorio con mas de 50 maquinas: Fuente

 Muchas de ellas prestan servicio al experimento ATLAS.

e Otras son empleadas por usuarios para tareas de computo.
 Debemos garantizar el acceso tanto a usuarios como administradores.

e Todas las maquinas tienen IPv4/IPv6 publicas...

* EXponer puertos directamente nos parece arriesgado...

e ;Solucion?


https://atlas.cern
https://atlas.cern/design

ewalling, NAT, and packet mangling for lin

. Que venimos haciendo? @"l athlter

Fuente

« No contamos con firewalls a «fisicos».
e Todas nuestras maquinas emplean distribuciones GNU/Linux.
* Por tanto, aplicamos politicas de seguridad en cada maquina.

 Las politicas son, en esencia, reglas de iptables(8).

» Esto plantea varios problemas:
» ;Como gestionamos las reglas de manera centralizada?

e ;COmo permitimos a IPv4/IPvb6s especificas conectarse desde fuera?


https://netfilter.org/projects/iptables/index.html
https://netfilter.org/images/netfilter-logo3.png

ewalling, NAT, and packet mangling for lin

Espera ¢iptables? @"l athilter

Fuente

« A dia de hoy nuestras maquinas siguen usando iptables.

* El proyecto Netfilter ha desarrollado una alternativa mejor: nftab Les.

e La sintaxis de ntftables no es compatible con 1ptab les.

e Sin embargo, nftab les ofrece «capas» de retrocompatibilidad.
* En algun momento acometeremos esta migracion...
e ... pero esta charla se centra en como hacemos uso de 1ptables.

e Todos los ejemplos y conceptos son totalmente transferibles a nftab Les.


https://netfilter.org/projects/nftables/index.html
https://netfilter.org/images/netfilter-logo3.png

. Que proponemos?

* En vez de diseminar las reglas de proteccion, centralicémosilas.

* [odas las conexiones de usuarios externas deben atravesar un punto.
e Es ahi donde aplicaremos las medidas y acciones oportunas.

 Conseguimos:

e Sequridad: el trafico del cliente a este punto va cifrado en capa 3.

 Control de acceso: cada cliente aparece asociado a una 1Pv4.

* QoS: podemos conformar el trafico en este punto.



https://cdn-icons-png.flaticon.com/512/2665/2665401.png

) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL
Fuente

WireGuard VPN

e Para conseguir centralizar el trafico usaremos una VPN.

 Nosotros empleamos WireGuard porque:

* Se ejecuta en espacio de kernel, no de usuario: es muy rapido.
* Se registra como una interfaz virtual: no requiere un daemon.

» Se gestiona atravésde rtnetlink(7) con ip(8) (i.e. iproute?).

e Ofrece dos niveles de cifrado:

» Cifrado asimétrico (Curve25519 ECDH): vulnerable al algoritmo de Shor.

« Cifrado simétrico (ChaCha20Poly1305): resistente al algoritmo de Grover.



https://www.wireguard.com
https://www.man7.org/linux/man-pages/man7/rtnetlink.7.html
https://man7.org/linux/man-pages/man8/ip.8.html
https://wiki.linuxfoundation.org/networking/iproute2
https://en.wikipedia.org/wiki/Curve25519
https://en.wikipedia.org/wiki/Elliptic-curve_Diffie%E2%80%93Hellman
https://en.wikipedia.org/wiki/Shor's_algorithm
https://en.wikipedia.org/wiki/ChaCha20-Poly1305
https://en.wikipedia.org/wiki/Grover's_algorithm
https://www.wireguard.com/img/wireguard.svg

HashiCorp

Vagrant

Fuente

Antes de seguir... Vagrant

* | legados a este punto ya
podemos discutir
topologias logicas.

Vv

e VVamos a basarnos en una

topologia «sintética» con 3 7 client-a
maquinas a partir de ahora.
* Hemos escogido Vagrant host o Xk » vpn-core

para levantarla a traves de Virtual
VirtualBox. B |
client-b

* Podéis encontrar el
Vagrantfile junto a todo
lo demas que iremos viendo
en pcolladosoto/wg-ebpf.

VirtualBox VMs



https://www.vagrantup.com
https://www.virtualbox.org
https://github.com/pcolladosoto/wg-ebpf
https://www.vagrantup.com/vagrant-public/img/logo-hashicorp.svg
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Llegados a este punto ya
podemos discutir
topologias logicas.

Vamos a basarnos en una
topologia «sintética» con 3
maquinas a partir de ahora.

Hemos escogido Vagrant
para levantarla a traves de
VirtualBox.

Podeéis encontrar el
Vagrantfile junto a todo
lo demas que iremos viendo
en pcolladosoto/wg-ebpf.

10.0.123.1

host

Antes de seguir... Vagrant
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HashiCorp
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Fuente
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\\\\\\\\\\io.@.123.4 192.168.4.3
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—>

VirtualBox VMs
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VirtualBox VMs

* debemos ejecutar
sysctl -w net.ipv4.1ip forward=1
para que vpn-core pueda encaminar
datagramas..


https://www.vagrantup.com
https://www.virtualbox.org
https://github.com/pcolladosoto/wg-ebpf
https://www.vagrantup.com/vagrant-public/img/logo-hashicorp.svg

Desplegando WireGuard

* El despliegue de la VPN es muy sencillo:

« Generamos un archivo de configuracion [Interface]
Para caca miembro. roiress o

dress = 192.168.4.1/24
ListenPort = 51820

= wJLBjCdC4GS63V3adhgljSKXRNM

e E| archivo se almacena en

/etc/wireguard/ifname. conf. .

PublicKey = QF20FvY3hkToQFRAIP1G+UELDXX9mML1pFchtl

° G e S.t | onamos I ) V F) N con oo L I.I l’ : 19 2 L: i 58 ;1 14 _ l2 / I3 2; cU8TT2B3HcudVWO/7VLTVC59wdDXGDw
wg-quick {up, down} 1ifname.

e (Cada cliente tiene asociada una IPv4 de un
rango privado.

[Interface]
’rivateKey = 1L g K g+1tSZ6BKMAeAogwRHY LnJ5xDw/h66AsVsvb7HA
Address = 192.168.4.2/24

° E n d efi n it iva ) g e n e ra m O S u n a‘ red cKev dddNjX8TS1Xx9V+HKO+E4Qd//k8N3FHYAJOuN8PXxBhM=
<< Ove rI ay 2 S O b re I a to p O I O g |,a f|,S | C a . . e .;;'__ ey X fl’i' GYygoz5sN1lwcU8TT _ B3HcudVWO7VLTVC59wdDXGDw
Al lowedIPs 0.0.0/0
0.0.123.2:51820

 También podemos controlar la «cantidad»
de trafico a tunelar.

Esta y las demas imagenes con codigo y configuracidn
se han elaborado con Carbon.
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" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu_56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0I
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
v User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo

Source Port: 38030 valid_Llft forever preferred_Llft forever ip a en VDn_CO re

Destination Port: 51820 inet6 3:1/128 scope host
valid_Llft forever preferred_Llft forever

Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> [TlmeStamps] valid_Llft forever preferred_Llft forever
UDP payload (128 bytes) : enp0®s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
v WireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Llft forever
Counter: 5 : wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul




Pila de protocolos 5 BB eomTom

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu_56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0I
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
v User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo

Source Port: 38030 valid_Llft forever preferred_Llft forever ip a en VDn_CO re

Destination Port: 51820 inet6 3:1/128 scope host
valid_Llft forever preferred_Llft forever

Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> [TlmeStamps] valid_Llft forever preferred_Lft forever
UDP payload (128 bytes) : enp®s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1p00
v WireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Llft forever
Counter: 5 : wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul




Pila de protocolos 5 BB eomTom

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu_56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0I
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: 0x00 (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
v User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo

Source Port: 38030 valid_Llft forever preferred_Llft forever ip a en VDn_CO re

Destination Port: 51820 inet6 3:1/128 scope host
valid_Llft forever preferred_Llft forever

Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> [TlmeStamps] valid_Llft forever preferred_Lft forever
UDP payload (128 bytes) : enp®s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1p00
v WireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Llft forever
Counter: 5 : wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul




Pila de protocolos 5 BB eomTom

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!

v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 156
Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
v User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo

Source Port: 38030 valid_Llft forever preferred_Llft forever ip a en VDn_CO re

Destination Port: 51820 inet6 3:1/128 scope host
valid_Llft forever preferred_Llft forever

Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> [TlmeStamps] valid_Llft forever preferred_Lft forever
UDP payload (128 bytes) : enp®s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1p00
v WireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Llft forever
Counter: 5 : wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul




Pila de protocolos 5 BB eomTom

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 c0 a8 04 03 08 00 F5003 00 le 00 01 18 3b 43 63 ¥ :Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 UEido 881/020 SERpe ot
valid_Llft forever preferred_Llft forever
Length: 136 : enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
2 rrlmEStamps] valid_Llft forever preferred_Lft forever
UDP payload (128 bytes) : enp®s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1p00
v WireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1f218c56 valid_Lft forever preferred_Llft forever
Counter: 5 : wg0O: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 %a 00 7b 03 0a 00 - Bl valid_1ft forever preferred lft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul




Pila de protocolos 5 BB eomTom

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 c0 a8 04 03 08 00 F5003 00 le 00 01 18 3b 43 63 ¥ :Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 tnet6 ::1/128 scope host
valid_Llft forever preferred_Llft forever
Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> FTlmestamps] valid_Llft forever preferred_Lft forever
UDP_payload (128 bytes) :lenp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
viWireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Llft forever
Counter: 5 : wg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul
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" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 c0 a8 04 03 08 00 F5003 00 le 00 01 18 3b 43 63 ¥ :Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 tnet6 ::1/128 scope host
valid_Llft forever preferred_Llft forever
Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> FTlmestamps] valid_Llft forever preferred_Lft forever
UDP_payload (128 bytes) :lenp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
viWireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Lft forever
Counter: 5 :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul
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" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

£ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00 0010 c0 a8 04 03 08 00 F5003 00 le 00 01 18 3b 43 63 ¥ :Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 tnet6 ::1/128 scope host
valid_Llft forever preferred_Llft forever
Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> FTlmestamps] valid_Llft forever preferred_Lft forever
UDP_payload (128 bytes) :lenp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
viWireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Lft forever
Counter: 5 :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul
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" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

@ £ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!

v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 156
Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 tnet6 ::1/128 scope host
valid_Llft forever preferred_Llft forever
Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> FTlmestamps] valid_Llft forever preferred_Lft forever
UDP_payload (128 bytes) :lenp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
viWireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Lft forever
Counter: 5 :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul
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" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

@ £ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!

v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 156
Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 tnet6 ::1/128 scope host
valid_Llft forever preferred_Llft forever
Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> FTlmestamps] valid_Llft forever preferred_Lft forever
UDP_payload (128 bytes) :lenp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
viWireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Lft forever
Counter: 5 :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul
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" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

@ £ cipher.pcap

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T
|
|
| Time | Source | Destination | Protocol i
1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3
> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!

v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 156
Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 593 00 le 00 01 18 3b 43 63 o ; Cc

- - -0 0000 0000 0000 = Fragment Offset: 0 ® E Internet Control M Protocol (i 64 byt Packets: 4 - Displayed: 4 (100.0%)  Profile: Default
VEE T (Liben (3 nternet Control Message Protocol (icmp), ytes ackets: 4 - Displayed: 4 (100.0%) rofile: eauﬁ

Protocol: UDP (17)
Header Checksum: @x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 : lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 tnet6 ::1/128 scope host
valid_Llft forever preferred_Llft forever
Length: 136 : enp0®s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp0s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
. inet6 fe80::e5:1bff:fe70:f463/64 scope link
> FTlmestamps] valid_Llft forever preferred_Lft forever
UDP_payload (128 bytes) :lenp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1000
viWireGuard Protocol link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Receiver: 0x1218c56 valid_Lft forever preferred_Lft forever
Counter: 5 :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group default glen 1000
Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0
0010 00 9c Oc a7 00 00 40 11 B3 a5 0a 00 7b 03 0a 00 - |@Bqio0oc valid_1ft forever preferred 1ft forever

' eader Checksum (ip.checksum), 2 bytes ackets: 7 - Displayed: 1% rofile: Default
® K  Header Checksum (ip.checksum), 2 b Packets: 7 - Displayed: 4 (67.1%)  Profile: Defaul




Pila de protocolos x

AD A mERE R &2

@ £ cipher.pcap

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T

|

|
| Time | Source | Destination | Protocol i

1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard

4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 156
Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 F5003 00 1le 00 01 18 3b 43 63 - s CC
...0 0000 0000 0000 = Fragment Offset: @ P

Time to Live: 64

Protocol: UDP (17)

Header Checksum: 0x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 . lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 inet6 3:1/128 scope host
valid_Llft forever preferred_Llft forever

Length: 136 . enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp@s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
> [Timestamps] inet6 fe80::e5:1bff:fe70:f463/64 scope link

7/ u .
Este t raflco va valid_1ft forever preferred_1ft forever
UDP_payload (128 bytes) . [enp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1h00

vWireGuard Protocol cifrado aunque los link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 pFOtOCOlOS valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Recelver: 0x1f218c56 encapsu-LadOS No S€an valid_Lft forever preferred_Lft forever

Counter: 5 segu ros. :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc netem state UNKNOWN group default qlen 1000

Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0

0010 00 9c Oc a7 00 00 40 11 §3Wa5 0a 00 7b 03 0a 00 - LR CRE valid Lft forever preferred 1ft forever
® K Header Checksum (ip.checksum), 2 bytes Packets: 7 - Displayed: 4 (57.1%) Profile: Default

Internet Control Message Protocol (icmp), 64 bytes Packets: 4 - Displayed: 4 (100.0%) Profile: Default




Pila de protocolos x

AD A mERE R &2

@ £ cipher.pcap

" | Apply a display filter ... <38/>

/ﬂ @ B ﬁ E Q == No. | Time | Source | Destination | Protocol

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1.001927 192.168.4.3 192.168.4.2

T

|

|
| Time | Source | Destination | Protocol i

1 0.000000 10.0.123.3 10.0.123.2 WireGuard ‘L

3 0.500484 10.0.123.2 10.0.123.4 WireGuard

4 0.501687 10.0.123.4 10.0.123.2 WireGuard > Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

5 1.005262 10.0.123.2 10.0.123.3 WireGuard Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits) > Internet Control Message Protocol
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)
Total Length: 156
Identification: @x@ca7 (3239)

Flags: 0x00 0010 cO a8 04 03 08 00 F5003 00 1le 00 01 18 3b 43 63 - s CC
...0 0000 0000 0000 = Fragment Offset: @ P

Time to Live: 64

Protocol: UDP (17)

Header Checksum: 0x63a5 [validation disabled]
[Header checksum status: Unverified]

Source Address: 10.0.123.3 . lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
Destination Address: 10.0.123.2 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

vl User Datagram Protocol, Src Port: 38030, Dst Port: 51820 inet 127.0.0.1/8 scope host lo
ource Port: 38 valid_Llft forever preferred_Llft forever ip a en Vpn_core

Destination Port: 51820 inet6 3:1/128 scope host
valid_Llft forever preferred_Llft forever

Length: 136 . enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default glen 1000
Checksum: 0xa950 [unverified] link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
[Checksum Status: Unverified] inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp@s3
[Stream index: 0] valid_1ft 75872sec preferred_1ft 75872sec
> [Timestamps] inet6 fe80::e5:1bff:fe70:f463/64 scope link

7/ u .
Este t raflco va valid_1ft forever preferred_1ft forever
UDP_payload (128 bytes) . [enp0s8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq_codel state UP group default qlen 1h00

vWireGuard Protocol cifrado aunque los link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
Type: Transport Data (4) inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8
Reserved: 000000 pFOtOCOlOS valid_Llft forever preferred_Llft forever
. . inet6 fe80::a00:27ff:fed4:4cea/64 scope link
Recelver: 0x1f218c56 encapsu-LadOS No S€an valid_Lft forever preferred_Lft forever

Counter: 5 segu ros. :Jwg0: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 qdisc netem state UNKNOWN group default qlen 1000

Encrypted Packet Link/none
inet 192.168.4.1/24 scope global wg0

0010 00 9c Oc a7 00 00 40 11 §3Wa5 0a 00 7b 03 0a 00 - LR CRE valid Lft forever preferred 1ft forever
® K Header Checksum (ip.checksum), 2 bytes Packets: 7 - Displayed: 4 (57.1%) Profile: Default

Internet Control Message Protocol (icmp), 64 bytes Packets: 4 - Displayed: 4 (100.0%) Profile: Default




Pila de protocolos

@ £ cipher.pcap

A mERE Q &

| Time | Source | Destination | Protocol
1 0.000000 10.0.123.3 10.0.123.2 WireGuard
3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard
5 1.005262 10.0.123.2 10.0.123.3 WireGuard

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits)
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00

...0 0000 0000 0000 = Fragment Offset: @

Time to Live: 64

Protocol: UDP (17)

Header Checksum: @x63a5 [validation disabled]

[Header checksum status: Unverified]

Source Address: 10.0.123.3

Destination Address: 10.0.123.2
v

ource Port: 38

Destination Port: 51820

Length: 136

Checksum: 0xa950 [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

> [Timestamps] / o

UDP payload (128 bytes) Este trafico va

v[WireGuard Protocol cifrado aunque los

Type: Transport Data (4)
Reserved: 000000 protocolos

Receiver: @x1f218c56 encapsulados no sean

Counter: 5
Encrypted Packet SEJUIros.

0010 00 9c Oc a7 00 00 40 11 B3 a5 %a 00 7b 03 0a 00 - --{-
® K Header Checksum (ip.checksum), 2 bytes Packets: 7 - Displayed: 4 (57.1%) Profile: Default

@ £ clear.pcap

AD A mERE R &2

" | Apply a display filter ... <38/>
No. | Time | Source | Destination | Protocol

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1

|
|
|
|
:
|
<L . 001927 192.168.4.3 192.168.4.2

> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Internet Control Message Protocol

Este datagrama pertenece a la red
«overlay» definida en la configuracidn de
la VPN.

0010 cO a8 04 03 08 00 5 93 00 1le 00 01 18 3b 43 63 . JEE
® K Internet Control Message Protocol (icmp), 64 bytes Packets: 4 - Displayed: 4 (100.0%) Profile: Default

: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo )

valid_Llft forever preferred_Llft forever —
inet6 ::1/128 scope host 1p a en Vpn Core
valid_Llft forever preferred_Llft forever

: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP group default glen 1000
link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp@s3

valid_1ft 75872sec preferred_1ft 75872sec
inet6 fe80::e5:1bff:fe70:f463/64 scope link
valid_Llft forever preferred_Lft forever

:1enp0s8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state UP group default glen 1)00
link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8

valid_Llft forever preferred_Llft forever
inet6 fe80::a00:27ff:fed4:4cea/64 scope link
valid_Lft forever preferred_Lft forever

:fwg0O: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group detfault qlen 1000
Link/none
inet 192.168.4.1/24 scope global wg0

valid_L1ft forever preferred_Lft forever




Pila de protocolos

@ £ cipher.pcap

A mERE Q &

| Time | Source | Destination | Protocol
1 0.000000 10.0.123.3 10.0.123.2 WireGuard
3 0.500484 10.0.123.2 10.0.123.4 WireGuard
4 0.501687 10.0.123.4 10.0.123.2 WireGuard
5 1.005262 10.0.123.2 10.0.123.3 WireGuard

> Frame 1: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits)
> Ethernet II, Src: PcsCompu 56:00:db (08:00:27:56:00:db), Dst: PcsCompu_d4:4c:ea (08:0!
v Internet Protocol Version 4, Src: 10.0.123.3, Dst: 10.0.123.2
= Version: 4
. 0101 = Header Length: 20 bytes (5)
> Differentiated Services Field: 0x0@ (DSCP: CS@, ECN: Not-ECT)

Total Length: 156

Identification: @x@ca7 (3239)

Flags: 0x00

...0 0000 0000 0000 = Fragment Offset: @

Time to Live: 64

Protocol: UDP (17)

Header Checksum: @x63a5 [validation disabled]

[Header checksum status: Unverified]

Source Address: 10.0.123.3

Destination Address: 10.0.123.2
v

ource Port: 38

Destination Port: 51820

Length: 136

Checksum: 0xa950 [unverified]

[Checksum Status: Unverified]

[Stream index: 0]

> [Timestamps] / o

UDP payload (128 bytes) Este trafico va

v[WireGuard Protocol cifrado aunque los

Type: Transport Data (4)
Reserved: 000000 protocolos

Receiver: @x1f218c56 encapsulados no sean

Counter: 5
Encrypted Packet SEJUIros.

0010 00 9c Oc a7 00 00 40 11 B3 a5 %a 00 7b 03 0a 00 - --{-
® K Header Checksum (ip.checksum), 2 bytes Packets: 7 - Displayed: 4 (57.1%) Profile: Default

Capturas visualizadas con WireShark

@ £ clear.pcap

o i@ R e

" | Apply a display filter ... <38/>
No. | Time | Source | Destination | Protocol

2 0.500566 192.168.4.1 192.168.4.3
3 0.501741 192.168.4.3 192.168.4.1
4 1

|
|
|
|
:
|
<L . 001927 192.168.4.3 192.168.4.2

> Frame 1: 84 bytes on wire (672 bits), 84 bytes captured (672 bits)

Raw packet data
> Internet Protocol Version 4, Src: 192.168.4.2, Dst: 192.168.4.3

> Internet Control Message Protocol

Este datagrama pertenece a la red
«overlay» definida en la configuracidn de
la VPN.

0010 cO a8 04 03 08 00 5 93 00 1le 00 01 18 3b 43 63 . JEE
® K Internet Control Message Protocol (icmp), 64 bytes Packets: 4 - Displayed: 4 (100.0%) Profile: Default

: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo )

valid_Llft forever preferred_Llft forever —
inet6 ::1/128 scope host 1p a en Vpn Core
valid_Llft forever preferred_Llft forever

: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP group default glen 1000
link/ether 02:e5:1b:70:f4:63 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 metric 100 brd 10.0.2.255 scope global dynamic enp@s3

valid_1ft 75872sec preferred_1ft 75872sec
inet6 fe80::e5:1bff:fe70:f463/64 scope link
valid_Llft forever preferred_Lft forever

:1enp0s8: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state UP group default glen 1)00
link/ether 08:00:27:d4:4c:ea brd ff:ff:ff:ff:ff:ff
inet 10.0.123.2/24 brd 10.0.123.255 scope global enp0s8

valid_Llft forever preferred_Llft forever
inet6 fe80::a00:27ff:fed4:4cea/64 scope link
valid_Lft forever preferred_Lft forever

:fwg0O: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1420 gdisc netem state UNKNOWN group detfault qlen 1000
Link/none
inet 192.168.4.1/24 scope global wg0

valid_L1ft forever preferred_Lft forever
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Asegurando servicios

e Vamos a empezar por asegurar un servicio en uno de los clientes.

» Desplegaremos un «servidor» con nc(1) en client-b:

nc -1 1234

* Lo aseguraremos con una regla de 1ptables. Podemos:

« Solo permitir trafico recibido de vpn—core (i.e 10.0.123. 2).

e Solo permitir trafico perteneciente a la VPN.
 Para verificar el despliegue, trataremos de conectarnos desde client-a:
nc 10.0.123.4 1234
nc 192.168.4.3 1234


https://man7.org/linux/man-pages/man1/ncat.1.html
https://nc110.sourceforge.io
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Filtrado por IP de origen

» Esta estrategia se basa en el NATeo de conexiones.

iptables -t nat —-A POSTROUTING -s 192.168.4.0/24 ! -0 wg® —j MASQUERADE

 El trafico se «autentica» atravesando vpn—core:
* Al hacerlo el trafico es NATeado...

e ... con lo que a direccion de origen de los datagramas es la de vpn—core.

« La solucion requiere que el nucleo de la VPN tenga una IPv4 estatica...

* Aseguramos los servicios filtrando por 1Pv4 de origen: la de vpn—core.

iptables -A INPUT -p tcp ! -s 10.0.123.2/32 —--dport 1234 -j DROP


https://en.wikipedia.org/wiki/Network_address_translation
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wgo wgo enpds3 enpds3
\ /'

Debemos «forzar» este
encapsulado con

ip r add 10.0.123.4/32 dev wgo0

en client-a

From: 192.168.4.2

LLLLLLLLLLLLLLLLLLLLLL

//, To: 10.0.123.4

From: 10.0.123.3
To: 10.0.123.2

10.0.123.2 \\\\\\\\\___,,//////

vpn—-core
From: 10.0.123.2
To: 10.0.123.4



Filtrado por pertenencia a la VPN

* En este caso solo permitiremos acceso al trafico de la VPN.
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» Esta solucion requiere que tanto el cliente como servidor sean parte de la VPN...
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La captura se hace con:
tcpdump -1 wg@ [-w foo.pcapl
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Aplicando tecnicas QoS g :
packets —
R

e Nuestro laboratorio ofrece servicio de almacenamiento.

Fuente

 Muchos de los archivos son tremendamente pesados...
« Para garantizar un buen rendimiento podemos aplicar técnicas QoS.
* Linux tiene implementados gran cantidad de algoritmos QoS.

» Haciendo uso de tc(8) podemos conformar y controlar el trafico:

« Esta herramienta es parte de la suite 1proute?2.

 Hay documentacion excelente en LARTC.



https://man7.org/linux/man-pages/man8/tc.8.html
https://lartc.org
https://onl.wustl.edu/Tutorial/Filters,_Queues_and_Bandwidth/NSP_Architecture/fig/token-bucket-resize.png

Control de trafico en Linux

* El control de trafico es complejo: existe una jerarquia para definirlo:

« Cada interfaz de red tiene asociada una cola con disciplina (gdisc).

* El kernel intenta obtener paquetes de las colas para enviarlos.
e Las politicas de las colas (i.e. gd1scs) determinan si un paquete puede «salir».

» Existen qdiscs «con clase»: a su vez comprenden varias qd1scs.

* En este caso, un filtro elige en que gdi1sc «interna» se encolan paquetes.

Traffic Control for an Interface
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Nuestra prueba de concepto

 Queremos demostrar que WireGuard se integra con tc:

« La interfaz wg@ tiene asociada una qdisc como todas las demas.

« Usaremos una qdisc simple: netem(8):

* Nos permite anadir retardos, jitter, pérdidas...

 Hace uso de la pila QoS/D1ifTServ del kernel.
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Comprobando los retardos

vagrant@client-a:~$ ping -c 3 192.168.4.3

PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

04 bytes from 192.168.4.3: 1cmp_seq=1 ttl=63 time=1005 ms
64 bytes from 192.168.4.3: i1cmp_seq=2 ttl=63 time=1005 ms

04 bytes from 192.168.4.3: 1cmp_seq=3 ttl=63 time=1003 ms

---192.168.4.3 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2010ms
rtt min/avg/max/mdev = 1003.343/1004.430/1005.247/0.800 ms
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Un paso mas alla con eBPF

 eBPF es una tecnologia que nos
permite:

* Ejecutar programas en un
«sandbox» en espacio de
kernel.

* Nos permite extender el kernel
sin modulos ni
recompilaciones.

e La comunicacion entre el espacio
de usuario y kernel se hace a
traves de mapas.

* Es aplicable a multiples casos de
uso.
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eXpress Data Path

* El objetivo es que los programas eBPF puedan actuar pronto.

* Para ello se define el eXpress Data Path (XDP):

* Lo primero que se «encuentra» una trama al salir de la NIC es un programa eBPF.
* Los programas eBPF deciden el destino del paguete (hay mas opciones):

« XDP_PASS: Dejamos pasar el paquete a la pila de red.

« XDP_DROP: Descartamos el paquete.

« XDP_REDIRECT: Redirigimos el paguete a otra NIC o a un socket.
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Nuestro ejemplo: C

e Se basa enormemente en uno de
cilium/ebpf.

 |levamos la cuenta de la cantidad
de datagramas por 1Pv4.

 También descartamos
datagramas provenientes de

192.168.4.3.

* Ojo con el endianness de los
datos...

struct A
uint(type, BPF_MAP_TYPE

utnt(max _entries, MA

type(key, u32);
type(value, u32);
} xdp_stats_map SEC(".maps");

#define BANNED IP 0xc0a80403

:f: :, ( 1 Xd p ] )
int xdp_prog_func(struct xdp_md *ctx) {

II » l_ ), ’

if (ip == bpf_hto
return XDP

return XDP PASS:
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https://github.com/cilium/ebpf/tree/master/examples/xdp
http://www.apple.com/uk
https://www.kernel.org/doc/html/latest/bpf/map_hash.html

Nuestro ejemplo: C

e Se basa enormemente en uno de
cilium/ebpf.

 |levamos la cuenta de la cantidad
de datagramas por 1Pv4.

 También descartamos
datagramas provenientes de

192.168.4.3.

* Ojo con el endianness de los
datos...

struct A

. ADE MAD TVDEL ‘ acul .
utncty type, |bri IAF | YPI nU A

type(key, u32);
C vpelVvd | ue, u3’Z ) ;
} Xap_sS tats ma D SEC( U maps 1" ) :

#define BANNED IP 0xc0a80403

:f: :, ( 1 Xd p ] )
int xdp_prog_func(struct xdp_md *ctx) {

II » l_ ), ’

if (ip == bpf_hto
return XDP

return XDP PASS:

iLos rectangulos contienen enlaces!



https://github.com/cilium/ebpf/tree/master/examples/xdp
http://www.apple.com/uk
https://www.kernel.org/doc/html/latest/bpf/map_hash.html
https://github.com/pcolladosoto/wg-ebpf/blob/b78617d57d0f74ccc8a089f1bf831481dcde7a2b/wg_ebpf/xdp.c#L51-L64

Nuestro ejemplo: C

e Se basa enormemente en uno de
cilium/ebpf.

 |levamos la cuenta de la cantidad
de datagramas por 1Pv4.

 También descartamos
datagramas provenientes de

192.168.4.3.

* Ojo con el endianness de los
datos...

struct A

. ADE MAD TVDEL ‘ acul .
utncty type, |bri IAF | YPI nU A

type(key, u32);
C vpelVvd | ue, u3’Z ) ;
} Xap_sS tats ma D SEC( U maps 1" ) :

#define BANNED IP 0xc0a80403

:f: :, ( 1 Xd p ] )
int xdp_prog_func(struct xdp_md *ctx) {

II » l_ ), ’

if (ip == bpf_hto
return XDP

return XDP PASS:

iLos rectangulos contienen enlaces!



https://github.com/cilium/ebpf/tree/master/examples/xdp
http://www.apple.com/uk
https://www.kernel.org/doc/html/latest/bpf/map_hash.html
https://www.kernel.org/doc/html/latest/bpf/map_hash.html#c.bpf_map_lookup_elem
https://github.com/pcolladosoto/wg-ebpf/blob/b78617d57d0f74ccc8a089f1bf831481dcde7a2b/wg_ebpf/xdp.c#L51-L64

Nuestro ejemplo: C

e Se basa enormemente en uno de
cilium/ebpf.

 |levamos la cuenta de la cantidad
de datagramas por 1Pv4.

 También descartamos
datagramas provenientes de

192.168.4.3.

* Ojo con el endianness de los
datos...

struct A

. ADE MAD TVDEL ‘ acul .
utncty type, |bri IAF | YPI nU A

type(key, u32);
C vpelVvd | ue, u3’Z ) ;
} Xap_sS tats ma D SEC( U maps 1" ) :

#define BANNED IP 0xc0a80403

:f: :, ( 1 Xd p ] )
int xdp_prog_func(struct xdp_md *ctx) {

II » l_ ), ’

return XDP

return XDP PASS:

iLos rectangulos contienen enlaces!



https://github.com/cilium/ebpf/tree/master/examples/xdp
http://www.apple.com/uk
https://www.kernel.org/doc/html/latest/bpf/map_hash.html
https://www.kernel.org/doc/html/latest/bpf/map_hash.html#c.bpf_map_lookup_elem
https://www.kernel.org/doc/html/latest/bpf/map_hash.html#c.bpf_map_update_elem
https://github.com/pcolladosoto/wg-ebpf/blob/b78617d57d0f74ccc8a089f1bf831481dcde7a2b/wg_ebpf/xdp.c#L51-L64

Nuestro ejemplo: C

e Se basa enormemente en uno de
cilium/ebpf.

 |levamos la cuenta de la cantidad
de datagramas por 1Pv4.

 También descartamos
datagramas provenientes de

192.168.4.3.

* Ojo con el endianness de los
datos...

struct A

. ADE MAD TVDEL ‘ acul .
utncty type, |bri IAF | YPI nU A

type(key, u32);
C vpelVvd | ue, u3’Z ) ;
} Xap_sS tats ma D SEC( U maps 1" ) :

#define BANNED IP 0xc0a80403

:f: :, ( 1 Xd p ] )
int xdp_prog_func(struct xdp_md *ctx) {

II » l_ ), ’

return XDP

return XDP PASS:

iLos rectangulos contienen enlaces!



https://github.com/cilium/ebpf/tree/master/examples/xdp
http://www.apple.com/uk
https://www.kernel.org/doc/html/latest/bpf/map_hash.html
https://www.kernel.org/doc/html/latest/bpf/map_hash.html#c.bpf_map_lookup_elem
https://www.kernel.org/doc/html/latest/bpf/map_hash.html#c.bpf_map_update_elem
https://github.com/xdp-project/xdp-tutorial/blob/a24d425b67789276c4a92396811b73d2f4f0ab21/headers/bpf_endian.h
https://github.com/pcolladosoto/wg-ebpf/blob/b78617d57d0f74ccc8a089f1bf831481dcde7a2b/wg_ebpf/xdp.c#L51-L64

|
H
uestro ejempilo:
int(type, |BPF_MAP TYPE LRU HASH|); iLos rectangulos contienen enlaces!

« Se basa enormemente en uno de o typelvalue, _ui2);
cilium/ebpf. ' ' ’
#define BANNED IP 0xc0a80403
* | levamos la cuenta de la cantidad SEC("xdp”)
de datagramas por IPv4. 1 EP-PrOA-TURCLSErUCE Xapnd meba £

 También descartamos
datagramas provenientes de
192.168.4. 3.

* Ojo con el endianness de los
datos...

Esta instruccién es un builtin de LLVM O ¢ ?.IET(MJ”“LI))
return XDP_DROP;

gue se traduce a
BPF_STX | BPF_ATOMIC | BPF_ADD | BPF_W
en base al set de instrucciones de eBPF. return XDP_PASS;
Fuente.
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Nuestro ejemplo: C

e Se basa enormemente en uno de
cilium/ebpf.

 |levamos la cuenta de la cantidad
de datagramas por 1Pv4.

 También descartamos
datagramas provenientes de
192.168.4. 3.

* Ojo con el endianness de los
datos...

Esta instruccion es un builtin de LLVM
gue se traduce a
BPF_STX | BPF_ATOMIC | BPF_ADD | BPF_W
en base al set de instrucciones de eBPF.
Fuente.

struct {
U \._ t(max e E "_;i: ,

type(value, u32);
} xdp_stats_map SEC(".maps");

#define BANNED IP 0xc0a80403

:Jr“' ( 1" Xd p 1" )
int xdp_prog_func(struct xdp_md *ctx) {

usZz LD >

return XDP_DROP;

return XDP_PASS;

l ‘ | "‘ l v' — ‘7 3 ‘ i “‘ ‘ ‘ “‘ ‘ \ ’ mn - 2 ) m .
ULNTHLC pe, |Dri 1Al I TFCE_LRU_TNASMY),

iLos rectangulos contienen enlaces!
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Nuestro ejemplo: Go

* En Go escribimos el codigo que:

» Compila el programa en C a
bytecode de eBPF.

« Carga este bytecode en el kernel.

* Lo «engancha» al comienzo del
XDP.

r := time.NewT1i1cker

» Lee el mapa para conocer el defer ticker.Stop()

for range ticker.C {

CO nteo de I PV4S . S | : - f ‘;:@ "‘matMapContents(objs.XdpStatsMap
0g9.Printf("Map contents:\n%s", s)
 Descarga el bytecode de eBPF al
fir]Ei|i2121r: fgx“ueff?vﬁfu ?5 Eg‘}_»:ﬂqk.lzq¢) (strtng? earror) {
sh ;L:A.?i:é“<‘,; ; key []byte; val uint32)
« Hemos automatizado el proceso en
un Makefile: make run se ocupa

CjEB t()(j(). sb. St , lter.Err
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func main() {

Nuestro ejemplo: Go

* En Go escribimos el codigo que:

» Compila el programa en C a
bytecode de eBPF.

« Carga este bytecode en el kernel.

* Lo «engancha» al comienzo del
XDP.

¢ l_EBEB EBI rT]EIF)Ei F)Eiréi conocer E}I aé%é% _Lngf“.ﬁLup
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Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core: sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00: Attached XDP program to iface "wg0@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms

2022/10/10 15:00: Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00: Map contents:
192.168.4.2 => 1

---192.168.4.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13
192.168.4.2
2022/10/10 15:00:14
192.168.4.2
2022/10/10 15:00:17
192.168.4.2
2022/10/10 15:00:18
192.168.4.3
192.168.4.2
2022/10/10 15:00:19
192.168.4.3
192.168.4.2
2022/10/10 15:00:20
192.168.4.3
192.168.4.2

Map contents:

:>2

Map contents:

:>3

Map contents:

:>4

Map contents:

:>1

:>5

Map contents:

:>2
:>6

Map contents:

:>3
:>6

rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3
PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

---192.168.4.3 ping statistics ---

3 packets transmitted, 0 received,

100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core: sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00: Attached XDP program to iface "wg0@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
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100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core: sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00: Attached XDP program to iface "wg0@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
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---192.168.4.3 ping statistics ---

3 packets transmitted, 0 received,

100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to i1face "wg0@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 tt1=64 time=501 ms

2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents:
192.168.4.2 => 1

---192.168.4.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13
192.168.4.2
2022/10/10 15:00:14
192.168.4.2
2022/10/10 15:00:17
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2022/10/10 15:00:18
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Map contents:

:>2

Map contents:

:>3

Map contents:

:>4

Map contents:

:>1

:>5

Map contents:
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:>6

Map contents:
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:>6

rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3
PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

---192.168.4.3 ping statistics ---

3 packets transmitted, 0 received,

100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to i1face "wg0@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 tt1=64 time=501 ms

2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents:
192.168.4.2 => 1

---192.168.4.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13
192.168.4.2
2022/10/10 15:00:14
192.168.4.2
2022/10/10 15:00:17
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192.168.4.3
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Map contents:

:>2

Map contents:

:>3

Map contents:

:>4

Map contents:
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:>5

Map contents:
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:>6
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:>6
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vagrant@client-a:~$ ping -c 3 192.168.4.3
PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

---192.168.4.3 ping statistics ---

3 packets transmitted, 0 received,

100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents: ___ 192.168.4.1 ping statistics ——-

192.168.4.2
2022/10/10 15:00:13
192.168.4.2
2022/10/10 15:00:14
192.168.4.2
2022/10/10 15:00:17
192.168.4.2
2022/10/10 15:00:18
192.168.4.3
192.168.4.2
2022/10/10 15:00:19
192.168.4.3
192.168.4.2
2022/10/10 15:00:20
192.168.4.3
192.168.4.2

:>1

Map contents:

:>2

Map contents:

:>3

Map contents:

:>4

Map contents:

:>1

:>5

Map contents:

:>2
:>6

Map contents:

:>3
:>6

3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms

vagrant@client-a:~$ ping -c 3 192.168.4.3
PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

---192.168.4.3 ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ FHNGl9Zl&$4J_CWZJﬁSAjl)SMS4)beSOf@MUL
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12
192.168.4.2
2022/10/10 15:00:13
192.168.4.2
2022/10/10 15:00:14
192.168.4.2
2022/10/10 15:00:17
192.168.4.2
2022/10/10 15:00:18
192.168.4.3
192.168.4.2
2022/10/10 15:00:19
192.168.4.3
192.168.4.2
2022/10/10 15:00:20
192.168.4.3
192.168.4.2

Map contents:

:>1

Map contents:

:>2

Map contents:

:>3

Map contents:

:>4

Map contents:

:>1

:>5

Map contents:

:>2
:>6

Map contents:

:>3
:>6

---192.168.4.1 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2000ms
rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms

vagrant@client-a:~$ ping -c 3 192.168.4.3
PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

---192.168.4.3 ping statistics ---
3 packets transmitted, 0 received, 100% packet loss, time 2045ms




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ PING 192.168.4.1 (192.168.4:1) 56(84) bytes of.data.
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents: ___ 192.168.4.1 ping statistics ——-

192.168.4.2 => 1 3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13 Map contents: rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3

192.168.4.2 => 2 PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

2022/10/10 15:00:14 Map contents: | e
192.168.4.2 => 3 3 paiiz’.tifjillirémstzgd?tgt;Zzéi\ied, 100% packet loss, time 2045ms
2022/10/10 15:00:17 Map contents:
192.168.4.2 => 4
2022/10/10 15:00:18 Map contents:
192.168.4.3 => 1
192.168.4.2 => 5
2022/10/10 15:00:19 Map contents:
192.168.4.3 => 2
192.168.4.2 => 0
2022/10/10 15:00:20 Map contents:
192.168.4.3 => 3
192.168.4.2 => 06




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ PING 192.168.4.1 (192.168.4:1) 56(84) bytes of.data.
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents: ___ 192.168.4.1 ping statistics ——-

192.168.4.2 => 1 3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13 Map contents: rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3

192.168.4.2 => 2 PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

2022/10/10 15:00:14 Map contents: | e
192.168.4.2 => 3 3 paiiz’.tifjillirémstzgd?tgt;Zzéi\ied, 100% packet loss, time 2045ms
2022/10/10 15:00:17 Map contents:
192.168.4.2 => 4
2022/10/10 15:00:18 Map contents:
192.168.4.3 => 1
192.168.4.2 => 5
2022/10/10 15:00:19 Map contents:
192.168.4.3 => 2
192.168.4.2 => 0
2022/10/10 15:00:20 Map contents:
192.168.4.3 => 3
192.168.4.2 => 06




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ PING 192.168.4.1 (192.168.4:1) 56(84) bytes of.data.
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents: ___ 192.168.4.1 ping statistics ——-

192.168.4.2 => 1 3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13 Map contents: rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3

192.168.4.2 => 2 PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

2022/10/10 15:00:14 Map contents: | e
192.168.4.2 => 3 3 paiiz’.tifjillirémstzgd?tgt;Zzéi\ied, 100% packet loss|, time 2045ms
2022/10/10 15:00:17 Map contents:
192.168.4.2 => 4
2022/10/10 15:00:18 Map contents:
192.168.4.3 => 1
192.168.4.2 => 5
2022/10/10 15:00:19 Map contents:
192.168.4.3 => 2
192.168.4.2 => 0
2022/10/10 15:00:20 Map contents:
192.168.4.3 => 3
192.168.4.2 => 06




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ PING 192.168.4.1 (192.168.4:1) 56(84) bytes of.data.
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents: ___ 192.168.4.1 ping statistics ——-

192.168.4.2 => 1 3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13 Map contents: rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3

192.168.4.2 => 2 PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

2022/10/10 15:00:14 Map contents: | e
192.168.4.2 => 3 3 paiiz’.tifjillirémstzgd?tgt;Zzéi\ied, 100% packet loss|, time 2045ms
2022/10/10 15:00:17 Map contents:
192.168.4.2 => 4
2022/10/10 15:00:18 Map contents:
192.168.4.3 => 1
192.168.4.2 => 5
2022/10/10 15:00:19 Map contents:
192.168.4.3 => 2
192.168.4.2 => 0
2022/10/10 15:00:20 Map contents:
192.168.4.3 => 3
192.168.4.2 => 06




Si te pierdes... imira el mapa!

vagrant@client-a:~$ ping -c 3 192.168.4.1

vagrant@vpn—core:~$ sudo ./wg—ebpf wg@ PING 192.168.4.1 (192.168.4:1) 56(84) bytes of.data.
64 bytes from 192.168.4.1: icmp_seqg=1l ttl=64 time=503 ms

2022/10/10 15:00:02 Attached XDP program to iface "wg@" (index 6) 64 bytes from 192.168.4.1: icmp_seq=2 ttl=64 time=501 ms
2022/10/10 15:00:02 Press Ctrl-C to exit and remove the program 64 bytes from 192.168.4.1: icmp_seq=3 ttl=64 time=501 ms

2022/10/10 15:00:12 Map contents: ___ 192.168.4.1 ping statistics ——-

192.168.4.2 => 1 3 packets transmitted, 3 received, 0% packet loss, time 2000ms

2022/10/10 15:00:13 Map contents: rtt min/avg/max/mdev = 501.371/502.023/503.220/0.847 ms
vagrant@client-a:~$ ping -c 3 192.168.4.3

192.168.4.2 => 2 PING 192.168.4.3 (192.168.4.3) 56(84) bytes of data.

2022/10/10 15:00:14 Map contents: | e
192.168.4.2 => 3 3 paiiz’.tifjillirémstzgd?tgt;Zzéi\ied, 100% packet loss|, time 2045ms
2022/10/10 15:00:17 Map contents:
192.168.4.2 => 4
2022/10/10 15:00:18 Map contents:
192.168.4.3 => 1
192.168.4.2 => 5

2022/10/10 15:00:19 Map contents: Las respuestas se

192.168.4.3 => 2 descartan en vpn-core
192.168.4.2 => 6 cuando llegan desde

CO0 - . client-b segun 1la
2022/10/10 15:00:20 Map contents: regla que hemos
192.168.4.3 => 3

impuesto.
192.168.4.2 => 6




Resumiendo...

* El modelo de seguridad con WireGuard/iptables ha funcionado fenomenal.
e La integracion de WireGuard con el kernel permite gran cantidad de usos.

* El conformado del trafico que atraviese WireGuard es viable.

 Con eBPF podemos anadir una gran capa de programabilidad.

» Juntando todo lo anterior, este despliegue es tremendamente flexible.

« Esperamos que la charla haya sido util y si no... jpor lo menos interesante!

e iMuchas gracias por vuestra atencion!



¢ Preguntas?

Fuente
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