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Web Browsing

We browser the Web every day...

Google
© YouTube
EL PAIS
amazon
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Web Browsing

We browser the Web every day...

but have you
ever felt
monitored?




Example of Cross-site Tracking

First, access an online banking website
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Example of Cross-site Tracking

Then read articles a news website
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Example of Cross-site Tracking

Suddenly you start receiving personalized ads.
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HTTP Cookies

User's web Web Server of
browser elpais.com

(000 | >

1) The user visits a webpage



www.corriere.it

HTTP Cookies

User's web Web Server of
browser elpais.com

(000 | >

1) The user visits a webpage

2) The web server sends a response with a “Set-Cookie” header
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HTTP Cookies

User's web Web Server of
browser elpais.com

(000 | >

sessionID: 20223421»

1) The user visits a webpage
2) The web server sends a response with a “Set-Cookie” header

3) The web browser automatically includes the cookie in future
requests to www.corriere.it
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HTTP Cookies in Real-world

HTML contains:
B hyperlinks
B images

B scripts

elpais.com




HTTP Cookies in Real-world

B images

B scripts

HTML contains:
B hyperlinks

VIDEOS
(YouTube)

ANALYTICS
(Google)

SUBSCRIPTIONS

(PayPal)

elpais.com

PayPal




HTTP Cookies in Real-world
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HTTP Cookies in Real-world

HTML contains:
B hyperlinks
B images

B scripts

elmundo.com
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ANALYTICS
(Google)

elpais.com




HTTP Cookies in Real-world

HTML contains:
B hyperlinks
B images

B scripts

elpais.com

ANALYTICS

(Google) When later the user accesses elmundo.com
it will send back to Google the same cookie

received while loading elpais.com.




HTTP Cookies in Real-world

HTML contains:
B hyperlinks
B images

B scripts

elpais.com

ANALYTICS

(Google) When later the user accesses elmundo.com

it will send back to Google the same cookie
received while loading elpais.com.

Google knows the same user visited both
elpais.com and elmundo.com

= > user is interested in News




Digital Profiles



https://tinyurl.com/omen-less-likely-ads
https://petsymposium.org/2015/papers/18_Datta.pdf

Digital Profiles
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Digital Profiles
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“Women less likely to be shown ads for high-paid
jobs on Google, study shows™ '

1. Guardian article: https://tinyurl.com/omen-less-1likely-ads
2. PoPETS paper: https://petsymposium.org/2015/papers/18_Datta.pdf
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Abusing Profiles Information

{ I_| ke gﬁ ] 1) Create new interests
2) Endorse products and goods
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Laws and Regulations

2002 (revised in 2009)

* X %
* *
* ePrivacy %

General

Data
Protection

* * Regulation

* 5 K

1. ePrivacy: regulates the processing of personal data in electronic
communications

O Obtain consent before using cookies*
(e.g., preferences, statistics, marketing)

2. ePrivacy 2009: Consent = explicit and informed consent
3. GDPR: Extraterritorial scope

ﬁ



Impact of GDPR (et al.)

4 Years of EU Cookie Law: Results and Lessons Learned 2019

Martino Trevisan, Stefano Traverso, Elecnora Bassi, and Marco Mellia
Politecnico di Torino

We Value Your Privacy ... Now Take Some Cookies:
Measuring the GDPR’s Impact on Web Privacy 2019

Martin Degeling®, Christine Utz*, Christopher Lentzsch®, Henry Hosseini®, Florian Schaub’, and Thorsten Holz*
*Ruhr-Universitiit Bochum. Germany
TUniversity of Michigan, Ann Arbor, M1, USA

Do Cookie Banners Respect my Choice?
Measuring Legal Compliance of Banners from 2 02 0
TAB Europe’s Transparency and Consent Framework

Célestin Matte Nataliia Bielova Cristiana Santos
Université Cote d’Azur, Inria Université Cote d’ Azur, Inria Research Centre for Justice and Governance

Fines for GDPR violations and on-compliancel: 30k Vueling (2019),
2.2M Carrefour (France 2020), 50M + 50M Google (2019, 2020)

1
SOURCE: https://www.cookielawinfo.com/major-gdpr-fines-2020-2021/


https://www.cookielawinfo.com/major-gdpr-fines-2020-2021/

Audit Governmental and Official Websites

1. Allows for-large scale surveillance ° =

2. Often the only point of interaction
3. Potential break of trust among citizens

and authorities OO @&
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Example#1

URL: https://european-union.europa.eu/

ot 6 s UG D X T

€ 5G4 e e

(R (4] Elements Console
H UE o
Filter
European Union Application
[ Manifest | Name
£ Service W _pk_ses.c951350.
£ Storage _pk_id.c9513597-..
cok1
Tu portal de acceso
Storage
ataunion Evopea
» £2 Local Sto

Afondo Session §
£ Indexedd
< websaL

v & Cookies

@& https/
< Trust Tok,

£ Interest G

Cache

£ Cache Stc

£ Back/fory

° Ser

AR ——————

jrssera— 3 Backgrou
& Backgrou
A Notificatic

5 Payment

Sources  Network  Performance ~ Memory  Application >
(O Only show cookies with an issue
Value Domain P. Expires / Max-Age
* european-union.europa.eu /| 2022-10-13T20:02:25.000Z
67b4802e4... | european-union.europa.eu /  2023-11-10T19:32:25.000Z
%7B%22cm... | european-union.europa.eu /  2023-04-11T19:32:25.0002
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%7B%22cm... | european-union.europa.eu /  2023-04-11T19:32:25.0002



https://european-union.europa.eu/

Example#1

URL: https://european-union.europa.eu/

ot 6 s UG D X T

© 4 curcon on g e

Tu portal de acceso

A union Europea

Afondo

(R (4] Elements Console
Application C  Fitter
[ Manifest | Name
£ Service W _pk_ses.c951350.
£ Storage _pk_id.c9513597-..
cok1
Storage

< IndexedD
= websaL
v @ Cookies

& https/

< Trust Tok

S Interest 6

Cache

£ Cache Stc

< Back/forv

Ser

exceranci da nsegacon s momacion e cima

1y Backgrou
& Backgrou

5 Payment

Sources  Network  Performance ~ Memory  Application >
£ O Only show cookies with an issue
Value Domain P.  Expires / Max-Age
* european-union.europa.eu  /  2022-10-13T20:02:25.000Z
67b4802e4...  european-union.europaeu /  2023-11-10T19:32:25.000Z
%7B%22cm.. .european-union.europa.eu /  2023-04-11T19:32:25.000Z

A Notiicati > We did not give any consent!

H|s [s[s |P|P
cookies
stored
on the
device
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Example#1

URL: https://european-union.europa.eu/

e ot 6 s UG 0 X [

European Union

LW
Tu portal de acceso

A union Europea

Afondo
‘Soltaiad do 3 UE con

Elements  Console

| & &

Application
B Manifest
22 Service W
£ Storage

C  Filter

Name
_pk_ses.c951359
_pk_id.cO513597-..
cok1

Storage

< IndexedD
= websaL
v @ Cookies

& https/
< Trust Tok
S Interest 6

Cache
£ Cache Stc

< Back/forv

Ser

A ——

1y Backgrou
& Backgrou

5 Payment

Sources  Network  Performance ~ Memory  Application > 1A 3 X
s (O Only show cookies with an issue
Value Domain P. Expires / Max-Age . H S S s P P
* european-union.europa.eu |/ 2022-10-13T20:02:25.000Z cookies
67b4802e4. european-union.europa.eu ff/  2023-11-10T19:32:25.000Z stored
%7B%22cm... § .european-union.europa.eu |/  2023-04-11719:32:25.000Z
on the
Domai device
the domain
that set

the cookie

A Notiicati > We did not give any consent!

cookie origin = visited domain = First-Party (FP) cookie
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URL: https://european-union.europa.eu/

Example#1

< Trust Tok
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Cache
£ Cache Stc

< Back/forv

Ser

o, s oo st

1y Backgrou
& Backgrou

5 Payment

A Notiicati > We did not give any consent!

1 & Elements  Console  Sources  Network  Performance ~ Memory  Application > B & X
Application C  Filter 5 () Only show cookies with an issue
[ Manifest | Name Value Domain P.| Expires / Max-Age _|H|s [s|s|P|P
£t ServiceW  _pk_ses.c951359.. * european-union.europa.eu |/ | 2022-10-13T20:02:25.000 cookies
£ Storage _pk_id.c9513597-.. 67b4802e4... | european-union.europa.eu §/ § 2023-11-10T19:32:25.000Z stored
T tal d cckl1 %7B%22cm... | .european-union.europa.eu |/ § 2023-04-11719:32:25.000Z
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= IndexedD
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v @& Cookies the cookie the cookie
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cookie origin = visited domain = First-Party (FP) cookie
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Example#2

URL: https://government.ru/

0 CT— w e
x 4l Elements  Console  Sources  Network  Performance  Memory  Application > Bl & i X
" The Russian Goverment Application C  Filter O only show cookies with an issue
‘ Vg B Manifest | Name Value Domain 4 P. | Expires/ Max-Age s. [H|s|s|s|p|p
% Service W, _ym_isad 2 government.ru / 2022-10-14T15:36:20.0002
ooy | S Storage | ym.d 1665689780  .government.ru /| 20231013T19:36:20.000
- _ym_uid 166568976.. .govermnment.ru / 202310-137T19:36:20.0002
Storage ymex 169722576.. yandexru /  202310-13T19:36:20.509Z
i vjQTQlkmu... yandex.ru /202311-17T19:36:20.5092
yandexuid 679104067... yandexru /  202310-13T19:36:20.508Z
IR o ndexedp]| yuidss 679104067..  yandex.ru / 202310-13T19:36:20.5092
S websqL|  yabssid 184830146..  mc.yandex.ru / session
o v & Cookies
@& nttp://g

£ Trust Toki
£ Interest G,

JE—————— Cache

s—re——— YT

£ Back/forv
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1y Backgrou
& Backgrou
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5 Payment

anens
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Example#2

URL: https://government.ru/

e e e v % T

P e gp—— “as
x 4l Elements  Console  Sources  Network  Performance  Memory  Application > Bl & i X
@a e Russian Goverment Application C Filter O only show cookies with an issue
‘ s B Manifest | Name Value Domain A |P. Expires/Max-Age s.HsS s s PP
£ Servicew|  _ym_isad 2 .government.ru / 2022:10-14T15:36:20.000Z
cowmmennesng | S Storage | _ym.d 1665689780 .government.ru / 2023-10-13T19:36:20.000Z .
. _ym_uid 166568978.. .government.ru /  2023-10-13T19:36:20.000Z cookies
Storage ymex 169722578..  yandexru / 202310-13T19:36:20.509Z stored
» 22 LocalStol | viQTQlkmu.. yandex.ru / 202311-17T19:36:20.509Z on the
oty 5 Session's|  yandexuid 679104067...  yandexru / 202310-13T19:36:20.508Z device
= S Indexedd  yuidss 679104067..  yandex.ru / 202310-13T19:36:20.509Z
S WebsqL  yabssid 184830146.. mc.yandex.ru / Session
Nows v @& Cookies
@& nttp://g
st = T Tok

" £ Interest G
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£ Cache Stc
£ Back/forv

Background Ser

1, Backgrou
& Backgrou

—Auuci Mjssing consent banner

5 Payment
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Example#2

URL: https://government.ru/

e e e v % T

Ry .

2

Govemnment mecting

® @] | Elements
Application C  Filter
B Manifest | Name
o0 Servicew  _ym_isad
£ Storage —ym_d
_ym_uid
Storage ymex
» £2 Local Stol
» §2 Sessions  yandexuid
IndexedD|  yuidss
WebsQL| yabsssid
v @ Cookies
& http//g

£ Trust Toki
£ Interest G,

Cache

£ Cache Stc
£ Back/forv

Background Ser
1, Backgrou
& Backgrou
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Application > B1

O only show cookies with an issue

Sources  Network  Performance ~ Memory
=)
Value Domain A P
2 .government.ru /
1665689780  .government.ru /
166568978... .government.ru /
169722578... | .yandex.ru /
viaTalkmu... | .yandex.ru /
679104067. .yandex.ru /
679104067. yandex.ru /
184830146. mc.yandex.ru /
Third-party
set from
external
domains

—Auuci Mjssing consent banner

5 Payment

Expires / Max-Age s. His|s s|p|p
2022-10-14T15:36:20.000Z

2023-10-13T19:36:20.000Z

2023-10-13719:36:20.000Z cookies
2023-10-13T19:36:20.5092 stored
2023-11-17T19:36:20.509Z on the
2023-10-13T19:36:20.508Z device

2023-10-13T19:36:20.509Z
Session

cookie origin # visited domain = Third-Party (TP) cookie
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Example#2
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e e e v % T
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= IndexedD|  yuidss 679104067... | yandex.ru ) 2023-10-13719:36:20.5097
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news v @& Cookies
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£ Cache Stc
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5 Payment

cookie origin # visited domain = Third-Party (TP) cookie
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Approach

1. Visit websites

B collect cookies with an instrumented web browser
c %
® 10 URLs per website .
0 only HTML content and clickable hyperlinks

® NO consent given (or any action performed)

2. Evaluate cookies
® Origins: First-Party (FP) vs Third-Party (TP) etime
0 Third-Party Trackers (TPT) :

® [ jfetime: session vs persistent




Do G20 Websites Set Cookies?

Top-3

Saudi Arabia (34) 100%
Indonesia (48) 100%
Russia (193) 99.5%

| | | | | | | | |
0 10 20 30 40 50 60 70 80 90 100

Percentage(%)




Do G20 Websites Set Cookies?

Saudi Arabia (34)
Indonesia (48)
Russia (193)

UK (241)

France (243)

Italy (166)
Germany (226)

Top-3 && EU

100%
100%
99.5%

96.3%

95.1%

87.6%
| | | | | | | | |
0 10 20 30 40 50 60 70 80 90 100

Percentage(%)



Do G20 Websites Set Cookies?

Saudi Arabia (34)
Indonesia (48)
Russia (193)
South Korea (42)
Turkey (118)
Australia (704)
Brazil (494)
UK (241)
Mexico (118)
France (243)
Argentina (41)
USA (1239)
South Africa (42)
China (66)
Canada (116)
Italy (166)
Germany (226)
India (1429)
Japan (79)

All
100%

100%
99.5%
97.6%
97.5%
97.3%
96.4%
96.3%
95.8%
95.1%
95.1%
93.5%
92.9%
92.4%
92.2%
89.8%
87.6%
78.8%
77.2% |
80 90 100
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Do G20 Websites Set Cookies?
All .
100%

-
Sau
I : 100%
Soy 7.6%
| 1) More than 3 out of 4 of websites set cookies ;';’Z
(without consent) e
3%
: : : . 8%
2) In Saudi Arabia, Indonesia and Russia 1%
A all inspected govermental sites set cookies 1%
5%
SOU o o o %
3) No big difference across continents; %
EU countries ~ non-EU countries "
d
India (1429) 78.8%
Japan (79) 77.2% |
40 50 60 70 80 90 100

0 10 20 30
Percentage(%)



Do G20 Websites Set Third-Party Cookies?

Third-Party

Russia (193)
Mexico (118)
China (66)
Indonesia (48)
Saudi Arabia (34)
Canada (116)
USA (1239)
France (243)
Brazil (494)
South Africa (42)
UK (241)
Australia (704)
Italy (166)
Turkey (118)
Japan (79)
Argentina (41)
South Korea (42)
India (1429)
Germany (226) | | | | | | |

0 10 20 30 40 50 60 70 80 90 100
Percentage(%)

[ TP cookies

d



Do G20 Websites Set Third-Party Cookies?

Third-Party && Third-Party Trackers

Russia (193)
Mexico (118)
China (66)
Indonesia (48)
Saudi Arabia (34)
Canada (116)
USA (1239)
France (243)
Brazil (494)
South Africa (42)
UK (241)
Australia (704)
Italy (166)
Turkey (118)
Japan (79)
Argentina (41)
South Korea (42)
India (1429)
Germany (226) | | | | | | |

0 10 20 30 40 50 60 70 80 90 100
Percentage(%)

[ TP cookies I TPT cookies
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Do G20 Websites Set Third-Party Cookies?

Third-Party && Third-Party Trackers

Russia (193)
Mexico (118)
China (66)
Indonesia (48)
Saudi Arabia (34)
Canada (116)
USA (1239)
F

3 =  Average EU:
{Ttaly (166) || - *TP: 46%
*TPT: 38%

y
Japan (79)
Argentina (41)
South Korea (42)
= India (1429) |GGG
| | | | | |
0 10 20 30 40 50 60 70 8 90 100

Percentage(%)

[ TP cookies I TPT cookies
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Do G20 Websites Set Third-Party Cookies?

Third-Party && Third-Party Trackers

Takeaway:

1) More than 1* out of 3 of websites set Third-Party cookies
for 11 out of 19 countries this ratio is > 50%

2) Website with TP cookies = they are from known trackers

3) Germany as the most privacy-oriented (EU) country

South Korea (42)
India (1429)

»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»»

{Germany (226) — | | | | | |
0 10 20 30 40 50 60 70 80 90 100
Percentage(%)
[ TP cookies I TPT cookies

d



How Long do Cookies Last?

Cookie origin:
FP = First-Party
TP = Third-Party  TPT = Third-Party Tracker

100

—>col#1: First-Party (FP) cookies
60-§l—col#2: Third-Party (TP) cookies
40 i@l —col#3: Third-Party Tracking (TPT) cookies

Percentage (%)

20+




How Long do Cookies Last?

Cookie origin:
FP = First-Party
TP = Third-Party  TPT = Third-Party Tracker

Cookie duration:
I Session 0 1 hour 1 day
B 1month M lyear M >1vyear

FP cookies:

- 30% are Session

-20% last up to 1 hour
-10 % last up to 1 day
-20% last up to 1 mont
-15 % last up to 1 year

- 5% last more than 1 year

Percentage (%)




Percentage (%)

How Long do Cookies Last?

Cookie origin:
FP = First-Party
TP = Third-Party ~ TPT = Third-Party Tracker

Cookie duration:
Il Session [ 1 hour 1 day
B 1 month B 1 year Bl > 1year

N N




Percentage (%)

How Long do Cookies Last?

Cookie origin:
FP = First-Party
TP = Third-Party ~ TPT = Third-Party Tracker

Cookie duration:
Il Session [ 1 hour 1 day
B 1 month B 1 year Bl > 1year




Percentage (%)

How Long do Cookies Last?

Cookie origin:
FP = First-Party
TP = Third-Party ~ TPT = Third-Party Tracker

Cookie duration:
Il Session [ 1 hour 1 day

B 1 month B 1 year Bl > 1year

100

-




How Long do Cookies Last?

Cookie origin:
FP = First-Party
TP = Third-Party  TPT = Third-Party Tracker

Cookie Iduratiqn:

Takeaway:
1) Cookies are either very-short or long-lived
2) TP and TPT cookies last longer the FP

3) More than 50% of TP and TPT cookies lasts 1+ year(s)
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youtube.com [ b | 1
google.com facebook.com m 1
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addthis.com twitter.com artifica.fr 1
quantserve.com google.com addthis.com 1
vimeo.com addthis.com twimg.com 1
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siteimproveanalytics.io linkedin.com facebook.com 1
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1) Google trackers the dominant ones
2) Facebook, Twitter and Oracle are also widespread
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1) Google trackers the dominant ones
2) Facebook, Twitter and Oracle are also widespread
3) Presence of regional trackers for some countries




Why are Trackers There?

Governmental (and official web-
sites) do not receive special
attention, and they suffer of the
exact same issues as commercial

websites.

Cause of issues:
Hyperlinks to social networks
Use of videos

Popular analytics tools

Third-party software libraries
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Why are Trackers There?

Governmental (and official web-
sites) do not receive special Q
attention, and they suffer of the @
exact same issues as commercial @
websites.

Cause of issues: Recommendations:

Hyperlinks to social networks B Responsible development

Use of videos B Dedicated clouds
Popular analytics tools B Website audits
| |

Education on web tracking

Third-party software libraries




Questions?
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BACKUP SLIDES



Source Selection

1.

G20 Governmental websites:
no crawling + inferring if the website is governmental

official sources (e.g, https://administracion.gob.es/pag_Home/atencionCiudadana/

SedesElectronicas-y-Webs-Publicas/websPublicas. html)

. International organizations:

agencies from the EU and UN websites

major recognized international organization

. Covid-19:

URLs from the US Center for Disease Control and Prevention
URLS from the EU Center for Disease Prevention and Control

SimilarWeb to find the covid-related websites for each one of the G20
countries

ﬁ


https://administracion.gob.es/pag_Home/atencionCiudadana/SedesElectronicas-y-Webs-Publicas/websPublicas.html
https://administracion.gob.es/pag_Home/atencionCiudadana/SedesElectronicas-y-Webs-Publicas/websPublicas.html

Identying Trackers

Use of filter lists:

1. Disconnect (Firefox tracking protection)

2. Privacy Badger (from EFF)

3. Easylist, EasyPrivacy and Adguard (community maintained)

NOTE: Conservative approach; our results as lower bound:
® bias toward well-known Western trackers
m tracker /IF “the full domain appears in a filter list”

B majority vote on trackers
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Results for Int. Orgs. and Covid-19 Websites

Cookie origin: Cookie duration:
FP = First-Party Bl session [ 1hour [ lday
TP = Third-Party I 1 month [ 1year Bl > 1year
TPT = Third-Party Tracker
FP (1573) I | FP(1386) I .
TP (585) I | TP (1016) I .
TOT (277 . | TV () [
0 10 20 30 40 50 60 70 80 90 100 0 10 20 30 40 50 60 70 80 90 100
Percentage(%) Percentage(%)
Hostname #Trackers Hostname #Trackers
www.wfp.org 36 coronavirus.jhu.edu 7
icsid.worldbank.org 13 www.landlaeknir.is 6
www.itu.int 13 covid19.min-saude.pt 4
www.worldfishcenter.org 13 www.spke.gov.lv 4
irena.org 12 deputyprimeminister.gov.mt 3
Top-5 trackers Top-5 trackers
International Organizations Covid-19 websites




