Quantum Cryptography and
European Testbeds

X1V jornadas REDIMadrid

Universidad Rey Juan Carlos | |
Madrid, 22 Octubre 2019 Vicente Martin,

Vicente@fi.upm.es

POLITECNICA

“Ingeniamos el futuro’

redi
madadrio




- CCs=Quantum Cryptography and New
Generation Networks

Index.
o« Why Quantum Cryptography? Do we have a problem?

o Brief Intro to Quantum Key Distribution

o QKD and networks.

o Software Defined Networking and the Madrid Quantum Network
e OpenQKD: European QKD Testbeds

o Future
B | o e 07 I .
R CAMPUS OF
EEEEEEEEEE Rey Juan Carlos ‘ COMPLUIE“E{‘%E’ UNMKONOMA un ac.l,f,)eg. aﬂ



-
- = - ---_“
- - - -

8
~-CCS&is. Quantum Computing and Quantum

e S ltO EC
Crypto: Do we have a problem? ecrporeon

» Quantum computers break, in polynomial time, the most
used algorithms for public key cryptography and key
distribution.
> RSA
> Elliptic curve cryptography
- Diffie-Hellman

» But, you know, building a quantum computer will take
forever...

> Or, at least, so many years that you do not need to worry...

B e e ercidad v ia e A LA fund h" -
s CAMPUS OF v i - X P
X ‘ 8] M I'TE UNIVERSIDAD AUTONOMA un aC|on m
EENESNIFY | EXCELLENCE Rey Juan Carlos W' COMPLUTENSE DEVEM 0 investigacién



CCSEE?SL&E{M Quantum Computing and Quantum 8

" Crypto: Do we have a problem?

'Quantum
Computer

TIMETO COLLAPSE (2)
15 YEARS

MIGRATION TIME (Y) SECURITY SHELF LIFE (X)

10 YEARS 7 YEARS

From : Quantum Computing: Progress & Prospects 2018. A Consensus Report. National Academy of
Sciences, Engineering and Medicine (adapted from M. Mosca, 2015)
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.'-.;:CCS[%“%“ ... Write your own answer:

» Z: Time to a quantum computer: ?

» Y: Time to fully change the security infrastructure:
Estimate (NIST) 20yrs.

» X: Shelf life: 1-50 yrs. (what is your application?)

If X+Y > Z... you have problems.
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.C CS i Solutions:
® Simulation POLITECNICA
“Ingeniamos el futuro

» Postquantum crypto: Business as usual.

- “new” algorithms believed to be secure against Quantum
Computers.

» Quantum Cryptography:
- Physical layer security —> Networks
* You need hardware

- ... and it is not easy
- Not a complete substitute! (symmetric crypto)
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Informacion Cuantica. &
- - CCS i

) EI Qu bit- “Ingeniamos el futuro

. Definamos dos estados cuanticos como Oy 1: 0>y |1>

. |0> significa “el estado cudntico que representa al valor 0 del qubit”... Sea cual sea su
implementacion fisica: la polarizacion de un foton, estados de espin...

. Un estado genérico de un qubit se escribe: |d> = x|0O> + B|1>

. Lectura (medida): - Prob. o2
al0> + B|1> ML /
- (02+B2 = 1) > [[i=8 Prob. p?

. Notese que la lectura modifica el estado del qubit.
. Teorema de la No-clonacion: No se puede copiar un estado cuantico desconocido.
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+CCSes.  Quantum Criptography

“Ingeniamos el futuro

Ingredientes: Alice [——p 51,

\
"n'
"
]
]

P
 Un emisor de qubits (tipicamente fotones) )
individuales (Alice)
* Receptores de qubits individuales (Bob) Eve
« Un canal cuantico (capaz de transmitir los
qubits de Alice a Bob)
 Un canal clasico (publico pero autenticado) —— Canal cuantico
* ...y unespia (Eve) s Canal clasico
B) | 2SR e o uxineraiean LA L B
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Quantum Criptography... &
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Ingredientes: Alice | (— 51,

Un emisor de qubits (tipicamente fotones) I >

individuales (Alice)

Receptores de qubits individuales ’Rob)

Un canal cuantico (capaz de trg ' Eve ]
qubits de Alice a Bob) 9/

Un canal clasico (publico pero autentlcah Q(/

Canal cuantico

..y un espia (Eve) 3/712/

. . asnco .
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Quantum communications and

e

CCS%E&%@&:W networks, why is it difficult? FPOUTECNICA

Limited reach pomt to pomt

extremely weak signals.
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Quantum communications and %

R e ic it diffi 2 s
N networks, why is it difficult:

extremely Weak S|gnals “Ingeniamos el futuro
— u 6ptimo
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Quantum communications and ®

e . ic it diffi 2 :
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10 e _] extremely weak signals. Ingeniamos el futuro
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extremely weak signals. “Ingeniamos el futuro
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C["%m twoyks why is it difficult?

® Limited reach pom?to poin
- extremely weak signals. “Ingeniamos
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Quantum communications and B
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® Limited reach pom?to poin
extremely weak signals. “Ingeniamos
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Quantum communications and &

S Y

= Center for
a2 Eampu}tataonai

® " Limited reach, p

Inicigons an
nebworks, why i ficult? - gy

10 N B B B L (= ﬂ
E--"‘“'x. — u=6p’1imo
= 10° — ~~~~~~~~~~~~ - ] Q\a . a\\ . .
S b N ™ - (\O\. G It is a delicate

66\ o|ng|e technology.

I i

T O A\ = 0.2~0.8 nm (DWDM) ]
Distancia | AA = 3~20 nm (CWDM)
Noise in e: Raman N
-25 dBm — —T T
s* Ad-hoc network: Large Up-front costs
E- Limited range: Security model requires f .
trusted nodes (R Dol fundacionhm

FrNArTiArT vauinoouadillutin IU VT A ‘Jlul AT AL

1549 nm [ DOI: 10.1063/1.1842862] 16



What to do? Madrid UPM-TID QKD Networks:
Access + Core metro networks

' & = GPON ,ccess
e : Key Exchange
d | ____Quantum Channel
——K '

PC  ON (reconfigurable)

T

h_WDM
T

am——
ONT  WDM

|
S
Estudiar la integracion de QKD en redes de comunicaciones en

coexistencia con senales clasicas y con equipos convencionales (2009) 17



~zzz:What to do? Extreme “ad hoc” network (@
. CCS Ll

“Ingeniamos el futuro

»A network just for quantum.

Including “all channels”:
£ filtered port Quantum, service and distillation.

r: reflected port
No trusted nodes (metro area)

e . Addressable: The emitter can
' : decide whom to talk to by
N chosing the wavelength.

A S 3 S - As many users as possib|e (dem.
: 64)

Use as much deployed
infrastructure and commercial

Access network

Backbone

. Quantum metropolitan optical network based on wavelength division muItipIexing

Optics Express 22, 1576-1593, 2014 (arXiv:1309.3923) I I b
 Entanglement Distribution in Optical Network, IEEE Jis. Topics, 1[1 @Lfa‘rﬁum tronjq;,sv%l @7-4?,5&9( |\m£ Q)g'é aS po S§ Ie Fa
!V S COMPLUT LNSL UNIVERSIDAD AUTONOMA fundauonhm
LEMESNTY | EXCELLENCE Rey Juan Carlos = MY EYAXoaie DM 0 investigacion
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What to do? Madrid Quantum Network:
First SDN-QKD network in the world

Use the correct technology

- SDN - Software Defined
Networking

- Network Flexibility

- CV-QKD technology:
- Better tolerance to noise:

quantum/classical copropagation.

- Prospective industrialization

path

///
% EU H2020
C IVI Q Grant 820466

Real world use cases.

Data

NFV MANO / SDN

security

.
Ko
B

Site A |-.. Data Plane -

Critical

Infrastructure .

:k:"'i:""ar__l Alica
End to end encrypit.

_________________




Key structure: SD-QKD-Node Abstraction

SDN
SDN Controller App Layer Controller
penFlow
NETCONF
APPS l
QKD Iface |
SD-QKD : ;
ﬁ Node | QKD Iface |——
Key stats : : .
- Configuration QKD Iface
E-Key-r-equwements Information ——Quantum
- Channels

(Key
; extraction

Quantum
Channels




Key structure: SD-QKD-Node Abstraction

SDN Controller

ISG-QKD 004
"Application
Interface” Fi
penFlow
NETCONF
APPS
/ SDN Agent
| Key stats ih
B | 3 1
E-Key-requiremnts-"""giii ﬁ?grfrlglajtriitrllon
Keys | i
LKMS

1
Key
; extraction

QKD System |—

Quantum

Channels

ISG-QKD 015 “Quantum Key Distribution Control
Interface for Software Defined Networks”

ETSI: Industry
Specification

Group on QKD.

NW people is familiar with..this
way of doing things.




_______ LIoDAal view OT the SDQRKD )
CCS e s Network a)

Simulation PO'.'TECN'CA

“Ingeniamos el futuro’

Key points
* Dynamical connections
» Integrated in a classical network
« Part of a security ecosystem

The SDN controller manages the
Requirements of the quantum and
Classical devices to optimize the network.

R EEE s n AR R AR EEEEEEEEEEEEEEEEEEEEEEREEEE
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3

APPS

— — — — — — ﬂ
| | SDN-QKD
|| Node ||

Keysi ........................... | | |I QKD
Confi t
| LKMS i |n?grrlg:{i?>rlmo|n L Node _
I| i
|

v -l NG T
= T — e L Node Hty QD il ooy KD pioohm



Madrid SDN QKD Network

These ideas have been implemented 5 c
connecting three production sites of
;. . . SDQKDN | | SDQKDN
Telefonica Spain in Downtown _ S
Madrid. <60km A <60km
\\ S Q //
SDN controller: Manages the ok Network -

network. Quantum systems in A can
be connected with B or C according
to the controller’s policies.

CV systems (telco-friendly)

The connection with the rest is
completely standard.

N | — —]
| Brandon s » \ i I A,

Rx-1 *--*-*,_ m’ﬁ
§ EEE e i D)

The connection to the network =
is through standard ook *\j ‘ 'l
SemlulIIEENED SRS CV QKD Systems: Huawei Technologles Dusseldorf

(Huawei OSN 1800)



Quantum - Classical coexistence B

g e ‘C CS Eenter for e
= omputational
- o
" [B]1520.000 nm | | futuro
* Currentlyup to 17 — — |

copropagating classical channels oo
with the quantum channel.

« Classical channels in the same 00 — | 1
band (C-band ITU grid)

- Limited only because of the 00

number of free ports in the OSN. — ML SRR -
. 100 Gbps x 17 = 1.7 Thps SHERIPL LU LW PLLLLL

classical. WW - WWW
’ Quantum 20_70 kbps maX. 10.0d:;DIV 1520 - 1570 nm 5 nm/DIV

(dependent on the link and key

distillation)
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3 Madrld SDN QKD NetWOrk
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http://arxiv.org/abs/1907.00174

Relevance:

Integration in real world networks.
Logical & physical level.

Deployment.
Scalability.
Relevant industrial cases.



http://arxiv.org/abs/1907.00174

Computational
Simulation

CCS Evolution: European Testbeds.
- The OpenQKD project

e Q-‘--’

POLITECNICA

“Ingeniamos el futuro’

» European Open QKD Network

» Testbeds to demonstrate the
feasibility and maturity of Quantum
Communications technologies.




QKD enabled ICT security o3

Quantum Key Distribution

» atechnology offering security in the quantum age 0275:,’,’.2,‘1.25m,,,
= so far only isolated demos on technological level 1984- breadboard
= slow take up and low visibility due to lack of understanding Q-

and risk-aversion

Need an integrated approach to

5 A / coenne 1
bt ° SECOQC network
[ * e Chinese backbone @
4

* Tokyo Network

v'| Raise awareness of QKD in security applications

v'| Demonstrate seamless integration into current networks and
security architectures

v'| Show the benefit of QKD for a wide range of real world use-
cases

v'| Involve whole supply chain from manufacturers to end-users
v' | Set standards for large scale deployment opportunities

Realised in OPENQKD

Pan-European
Quantum Internet for
everyone
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\ - 1
OPENQKD eco system |35 painers: 15 M€ (funding),,- |

= QKD suppliers (/I/BQ_ TOSHIBA

= Telecom operators
r@\\‘ MAX PLANCK INSTITUTE > \ 7
. QKD R&D partners (\\\Jj//‘ for the science of light T alis BTQ W
e R P | UNIVERSITE
NOKIA Bell Labs OAW =5 LMU‘ DE GENEVE e
o> ]

Aerospace and satellite industry

AITsE%zsma%vw Q(plue ICFO? @ fuDelft
¢ DLR

)
= QKD network developers ThalesAlenia

+ et comwer SDACE

1222-2022 ‘,-\'\\N, \(’ UNIVERSIT
A."O\.'i L%SLv;ggHNIQUE ﬂ(){ il A5 :’:'I','\'I-\il":' A
2\ > DE PARIS A N J,w.' "\\3 ) M) DK . . . .
| B = Standardisation institutes

= Suppliers oflpetwork encryption DIN

gt 3 ~ ADVA
;E%HDE&SCHWARZ §!§=”fragment:X wems—— Early adopters
= Fiber infrastructure operators

QMI #

Mt _
Pelerin

— i
578 UNIVERSITY OF TE QPSNC .)

¥ CAMBRIDGE

cityeom:ze | dea %{%ﬂg

T 1.1, Mellanox

OF OSTRAVA
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Objectives: Use cases -

\\W

Operation of use-cases deriving from Secure Societies need1 ‘
PILLARS OF OUR MODERN SOCIETY

O Demonstration of more than 30 use-cases for QKD featu

= realistic operating environments 1 i’m

= end-user applications and support " En.;_,y B - . pory
Range of use-cases: B/ @ E B E )
QO Secure and digital societies e

= Inter/Intra datacenter comm., e-Government, High-Performance computing,
financial services, authentication and space applications, integration with post-
gquantum cryptography
O Healthcare
= Secure cloud storage services and securing patient data in transit
Q Critical infrastructure

= QKD for telecom networks, 5G infrastructure and securing smart grids



Objectives: Competitive EU industry

/ Kick-start a competitive European QKD industry

a
a

Industry standard QKD devices (high maturity); 23 deV|ces operatlonal in OPENQKD

Next generation QKD systems based on  Handheld :
new protocols and novel implementations:

= Long distance QKD

MDI QKD

Twin Field QKD
Low cost CV-QKD
Hand-held QKD
Access QKD

VVVVVVVVV

R e

Adaptation of network encryption devices for QKD operation; 30 encryptors in

OPENQKD

End-user workshops to raise awareness of security industry

Staff training to foster know-how on QKD deployment and operation at test sites



jon: (]
S ECS s Evolution: European Testbeds. g,

Computational

Dhaneias The OpenQKD project s

» Open calls scheme to bring-in externally defined use cases.
(TM€)

- Continuous call (evaluated 4 times during the lifetime of the Project)
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Objectives: Pan-European Quantum Network

© Lay the foundations for a Pan-European Quantum Network

a 4 large testbed sites and 12 demonstrator sites in 12 European countries

d Long distance cross-border links ' =

d Testbed for free space QKD ‘

O Test GEANT fiber infrastructure for a future large s¢
guantum communication network

a Study of satellite QKD and development of

interfaces to terrestrial QKD networks




16 OPENQKD test sites

Large

eachout | pupenpeny




San Sebastian Ja
de los Reyes

r Alcobendas
E‘Jmpdt FUENCARRAL-EL

Simulation PARDO

= Egg - Madrid Testbed

EL PARDO

> Evolution of the
Madrid Quantum Network.

> Partners: RedIMadrid, UPM,
Telefdnica.

- 8 predefined use cases.

- Key use cases: SDN based (but also - Bk
traditional) i

- Start: 2-4 links installed in "2X15’%5'; .
November.

- Up to 9 links for the largest
demonstrations. =

- Distances 3-50 Km i

M-45

B INTERNATIONAL
Py CAMPUS OF

Engineering




Testbed Vienna |

Inner City link

Vienna

Test bed partners: AIT, OEAW, FRX

Node locations: 8 (AIT, 2 IXPs, 5 Federal Ministries)
QKD Links: 7 AIT-IXP2-IXP1, IXP1-end users (star)
Link encryptors: 2 layer-1, 5 layer-2

Distances: 3-10km;

SDAQN: optical switching of QKD terminals at IXP1
Coexistence: 2 dark fibers, 5 lit fibers

Use case demos: Secure distribution and cloud
storage of government data

Start: Month 12
Duration: 12 months (incl. cross border)

Vienna

e e e e e

___________

38



Testbed Vienna Il

Cross-Border link TRI-STAR link (extension to
Vienna — Bratislava OPENQKD)

Test bed partners: AIT, OEAW Vienna — Bratislava — Graz

Links: Distance 70 km; 1-2 links (dark fiber) from Test bed partners: AIT, OEAW, CYC, ASFINAG (ex)
Vienna (IXP1) to Bratislava, 1 inner city link in

Bratislava to Austrian diplomatic mission

_ Links: 2-3 links for Vienna-Graz, 2 extra links to
Start: Month 18 connect inner city locations to fibers along motorway
Duration: 4 months Start: Month 24 3

"/
7

Case study for QCI network structures

Bratislava Duration: 4 montt 2N A 2 ‘ e X

VVienna

m————ete i,

AUSITTES e, . BT BT L G 4 U Giaspeet
-

____________

[ meee—em——————y

______________

eeeeeeee

a3
zzzzzz
]



B .

Future: European Quantum

--LL55%E Communication Infrastructure

“Ingeniamos el futuro

» Ten years plan to "make
available a quantum
communication infrastructure
in Europe, to boost European
capabilities in quantum
technologies, cybersecurity and
industrial competitiveness.

» Agreement recently signed by 9
member states (Sept. 2019)

» OpenQKD Project is considered
the ramp-up phase of the QCI

Source: TU Delft/Scixel
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“Ingeniamos el futuro

A. Aguado’, P. Salas’, Comunidad de Madrid
A.L. Sanz', J.P. Brito!,

S2018/TCS-4342
R. Brito’, R. Vicente,
D. R. Lopez?, V. Lopez?, CvQuCo - MINECO/FEDER TEC2015-70406-R

A. Pastor?, V. Martin’ Than kS | o
Questions/comments?

Vicente Martin
U. Politécnica de Madrid

ICenter for Computational Simulation and ETSI Informaticos,
Universidad Politécnica de Madrid 28660 Madrid, Spain
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