LTSI
= A
for e\
- = - - / I
- -
- e \ 1
- A e s L)
Y

e e

.°.°..C C S e tp tr nal .
= ulati POLITECNICA
“Ingeniamos el futuro’

Quantum Cryptography and New
Generation Networks

XIIl jornadas REDIMadrid redi
mMadadrio

Ciudad Universitaria

Madrid, Octubre 2018 Vicente Martin,
Alejandro Aguado

Vicente@fi.upm.es

-
- -
a INTERNATIONAL - = LA Hx

- CAMPUS O Universi dad
rr= | cameus or u i eI ' COMPLUTENSE UNIVERSIDAD ATTONOMA fundacuonhm

llllll




i)
CCSE”“ Quantum Cryptography and New POLIICA

Generation Networks
Index.

e Brief Intro to QKD

e QKD and networks.

o Software Defined Networking.

o« Why mix QKD and SDN (benefits and beneficial)
e The structure of a SDN QKD Node.

o« Madrid Quantum Network and use cases

e Future
a8 2se LA KM
eceLLENCS U e @) oM PLUTENSE ~ UNVERSDADATTONOMA fundaaonhm

IIIIIIIIIIIIIII



wwzm_ |Informacion Cudntica. i)

} EI Qu bit. “Ingeniamos el futuro

. Definamos dos estados cuanticos como Oy 1: |0>vy |[1>

. |0> significa “el estado cudntico que representa al valor 0 del qubit”... Sea cual sea su
implementacion fisica: la polarizacion de un fotdon, estados de espin...

. Un estado genérico de un qubit se escribe como |d> = o(]0> +

Bl1>

. Lectura (medida): medida

al0> + BlI1> —
. (2+B2 =1) | bl \- Prob. B2

. Notese que la lectura modifica el estado del qubit.
. Teorema de la No-clonacion: No se puede copiar un estado cuantico desconocido.
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CCS Conpaains Criptog rafia Cuantica

POLITECNICA

“Ingeniamos el futuro

Ingredientes:

Alice ﬁ Bob

Un emisor de qubits (tipicamente fotones) I -

individuales (Alice)

Receptores de qubits individuales (Bob)
Un canal cuantico (capaz de transmitir los [ Fve ]

qubits de Alice a Bob)
Un canal clasico (publico pero autenticado)

—— Canal cuantico

..y un espia (Eve) mmmmm  Canal clasico

.......
u e”u nC rlos ﬁ (()\uu lL\SL l\l\ll(\l)\)l()\()\i\ fundacnonhm
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Criptografia cuantica: BB84 el
~-CCS=~primer protocolo
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POLITECNICA

“Ingeniamos el futuro

QUANTUM TRANSMISSION
Alice's rancom bits.......

Photons Alice sends, B LR TR

Rancom receiving bases......... -

Bits as received by 30b...........
PUBLIC DISCUSS:ION

Bob reports bases of received bits,,......... +ssss R

Alice says which bases were correct .s

Presumably shared information (if no eavesdzop)...

Bob reveals some key bits at random..

Alice confirms them. ceeesstcanes
OUTCOME

Remaining shared secret bits,
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: ' Distribution and Coin Tossing"®
t, Brassard. ,Quantum Cryptography: Public Key L '
ﬁ?ggeational Conference on Computers, Systems and Signal Processing. Bangalore, 1984



e Criptografia cuantica: BB84 el '@
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--CCS 2~ primer protocolo o

“Ingeniamos el futuro

ALI E GEUANTUM TRANSMISSD
Alice's rancom Bits...............
Emisor Random sending bases................j.. ............ O L L P10 0
Photons Alice sends.................... > 4 « M RB R R R D . XD D D R
Rancom receiving bases, .., . T —— o s W S NS I " ‘/ > 3
Bits as received by 305...........................c P P R R D D R D R D D p D R
PUSLIC DIScusston 0T o 1 1 oo UL 0 1
Bob reports bascs of received bits,....
Alice says which bases were correct....:: .... ' R D R D D R R D D D R
Pr?sumably shared information (if no eavesé;;é;..' oK o oK e OK Ok
Bob reveals some key bits at random. o ! 0 1 0 1
Alice confirms them.................::....'....'.. ! 0
ourcoe T o oK OK
Remaining shared secret bits............... 1
...... 5 0 1 1

Bennet, Brassard. ,Quantum Cryptography: Public Key Distribution and Coin Tossing”
International Conference on Computers, Systems and Signal Processing. Bangalore, 1984



==z Criptografia cuantica: BB84 ()

-“CCS " ¢| primer protocolo e

QUANTUM TRANSM:-SS ION
Alice's ranéom bits....... sessese

Photons Alice SeNCS..vvuune..

BOB :gndom recei\.'mg bases..............

its as received by 30b..... N
recepilor PUSLIC DISCUSSION

Bob reports bases of received bits,

Alice says which bases were correct

Presumably shared information (i1f no eavesdrop),, 1
. 0

Bo§ reveal§ some key bits at ranéom.,.,.oeuu... 1 1 X |
Alice confirms them.............. .. 1 ;

ourcoue T N . .
Remaining shared secret bits.....

Bennet, Brassard. ,Quantum Cryptography: Public Key Distribution and Coin Tossing”
International Conference on Computers, Systems and Signal Processing. Bangalore, 1984



cuEim. Criptografia cuantica: BB84 ()
-~LL5 e] primer protocolo

QUANTUM TRANSMISSION
Alice's ranéom bits....... ceccscssas
Random sending bases.................. . . DU S O T I T
Photons Alice sends............... e >+ « P R R R R D D R D D R
Rancom receiving bases.............. o ‘: g N I P oo N2 t " f ")
’ Blt ) o L I A D R R D D R D

(CLAS|CA)€EUBLIC nzscuss:o:D """""" o 1 1 oo o ? l‘) P : i
Bob reports bascs of received bits,...
Alice says which bases were correct...::: .... E : co P DR R DD D R
Prgsumably shared information (if no eavesé;;é;..' X oK oK . OK OK
Bog reveals some key bits at random. ,, o L 0 1 0 1
Alice confirms them...................rj..'....'.. 1 ¢

------- "o ox OK

OUTCOME

Remaining shared secret bits.....
0......'.0 lllllll -1 o
1 1

Deteccion de  Bennet, Brassard. ,Quantum Cryptography: Public Key Distribution and Coin Tossing*
Intrusos y International Conference on Computers, Systems and Signal Processing. Bangalore, 1984

Correccion de errores (ruido)
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~“CCSEx Criptografia cuantica
« La criptografia cuantica provee un mecanismo para crear-una" -
clave idéntica en dos lugares separados. La informacion
perdida (potencialmente en manos de un espia) puede ser

acotada tanto como queramos.

« j.e. Resolver el problema de la distribucién de claves secretas.

« Es un mecanismo absolutamente seguro desde el punto de vista de
teoria de la informacion (ITS).

« No depende de suposiciones sobre la complejidad computacional
de ciertos problemas.

« Para poder usar esto, tenemos que ser capaces de transmitir
qubits.

« Usando fotones como qubits, podemos usar redes dopticas de
comuhnicaciones. )
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Quantum communications and networks, '@
why is it difficult?
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POLITECNICA

“Ingeniamos el futuro

Difficult to detect.
Absorpions
Masked by the noise

Single photon
“/ (not to scale)

e

+—>

A\ = 0.2~0.8 nm (DWDM)
A\ = 3~20 nm (CWDM)

N0|se in the flbre Raman

-25 dBm

-45 dBm

-65 dBm

; 150nm Nl, ;
\8sz W S o A A

. .
’ .
3 ' '\

1400 nm 1550 nm

Raman backscattering of a signal at

1700 nm

1549 nm [ DOI: 10.1063/1.1842862]

cf Ahnaamn o

R. Doisneau m

It is a delicate
technology.




T SW Defined Networking and the old
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“Ingeniamos el futuro’

Network equipment as Open interfaces (OpenFlow) for
Black boxes instructing the boxes what to do
Programmability is
Key: A SDN
controller
Boxes with autonomous can manage the
behaviour Network.
] SDN can adapt,
. _ . el i allowing for
| — |y o® e a fast innovation
: o Cycle
' Simpler OSS to manage the i

Adapting OSS to manage black boxes SDN controller

Telefénica |+D 13



- Center for
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Computational

Simulation

- Why moving towards these

. paradigms?

o el

POLITECNICA

“Ingeniamos el futuro’

The NSP Cycle

Idea !l

AVAILABLE
Network Service Demand Deploy
Providers |
Equipment L
Vendors .

Drive
Standardise imol .
SDOs Critical mass of mplemen
supporters
2-6 Years

The CAP Cycle

Idea I
M AVAILABLE
Develop Deploy Publish

2-6 Months )

Application Providers

Em

Flexibility, quick adaptation, fast innovation cycle, avoid vendor lock-in...

Diego Lopez,
TeIeféqLca 1+D




Why SDN for i
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"“QUANTUM "QUANTUM
FRIENDLY” FRIENDLY”

Network equipment as

Ad hoc Potentially
modifications “zero touch” Effy?r/f EBIy e
required integration.  controller

can manage the

(Difficult acces to (Enabling access your oh

to the market) ]

SDN/can adapt,

allowing for

a fas innovation
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ionica 1+D 15
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o GHON "Old” paradigm: ()
’ ant Experiments in the
| .
= Madrid testbed
(~2009).
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Simulation

"Old” paradigm: Experiments in the B

Madrid testbed (~2009).
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CORE crossii

VDM

POLITECNICA
ROADM “Ingeniamos el futuro
QBER 50GHZ =t 10000
14 QBER 5.6GH§ g 1
Amplified key 50GHz ==-M=== ]
_— 12 + Amplified key 5.6GHz ==-@ - | o
pite = | 1000 3
o~ ) p2]
o Q,
Lt o
<
O 100 2,
()]
X
It can work but:
10

1 Node A ' Node B '
[} ' '
[} ) ! ]
t Trans Al Trans A2 v Trans B1 I Trans B2 ,
) ) ' '
) ] '
[} ' '
- Fiber 1
' ) ) '
: WDM Al : ' WDM Bl WDM B2
) e \ ' K --------- \ .
- Switch A . Switch B .
' - ) ! l\ ......... ) !
[} ) '
) L '
) L '
' ﬁ
: Bob : Alice

_______ R

8

Fiber 2

l
Trans C1 Trans Cc2 : L4
'

:optimization possible.

- \Mux €/
' WDM C1

E Switch C

 Ad hoc modifications
:Required.

No network

Not flexible: Has to be

§readjusted If changed.

Hard to deploy.

Quantum channel at 1550, CIaSS|caI channels 1470 1510 nm, 50 Ghz filters (O 4 nm) 17



"fif;itESThe structure of an SDN network. ‘&

ymputationa

imulation POI.ITECNICA

“Ingeniamos el futuro

The network connects Points of

Presence (PoPs), where the servers - mmmme e e e e oo e !
and telco equipment is installed, APPLICATIONN |
that are assumed secure. | APPLICATION - ot
D_istz_;lfr]ce limitations are less § u APPLICATION 1 5
significant. e L= e —— ¥
«  Average distance between PoPs in . ... it I it ) I .

Germapy or Spain < 60 Km i | SERVICE ABSTRACTION LAYER (SAL) Bk SDN
A centralized (SDN) controller | CONTROLAND —— . Controller/
kngws thg istructu 1:rehof glhe network | "SR ROUTING, STATS, TOPOLOGY,.. i NFV
and capabilities of the devices, | | SOUTHBOUND PLUGINS i Mano
managing the requirements to 'STANDARD PROTOCOLS Openfiow] NETCONF GMPLY :
stablish quantum channels and SR St BESSS 22 e 1 :
optimize the network. | i
SDN-Aware devices export ; INFRASTRUCTURE «— QKD
capabilities (can be programmed) i |
so that the controller can manage . X3 |
them, whether they are quantum
or not.

ET DAMPUS OF u gg)‘,"ﬁras,;dé‘;r, os @ COMPLUTENSE UNIVERSIDAD AUTONOMA fundauggﬂm
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(S ... but there is more.

. .

POLITECNICA

“Ingeniamos el futuro

SDN is not only an enabler of QKD in telecommunications

hetworks.

SDN is also a consumer of QKD:

As a critical infrastructure that “owns” the physica

Its structure of “secured connected locations”, wit
within the QKD range, matches the security mode
trusted nodes” in current QKD.

means to do QKD.
n typical distances

of “connected

SDN is both, an enabler of QKD in communications networks

and, at the same time, a very good use case

for QKD.

® TERNATIONAL 225 LAY KM
; Universidad gh UNITVERSTIDA D O — 1A
A L u Ry o Carios ® ' COMPLU IENSE UNIVERSIDAD AUTONOVA fundacpqh@
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e SD-QKD-Node AAI?pSLaE::aCtlon

\J
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SDN Controller

APPS OpenFlow
NETCONF ,
QKD Iface
. SD-QKD__: |
Key stats iyl Node | QKD Iface [——
5.Key..req.uj.rements.............5EH Configuration aKo face [
Keys iii Information — Quantum
- FJELI
Key i
I extraction i
I, e e o=
i m i em e
Security _» T T T T T -
[ Quantum
perimeter B lantum )



=== Global view of the SDQKD ()

A T =)
- - Fe)

- e,
- LES s Network

“Ingeniamos el futuro’

The SDN controller manages the
Requirements of the quantum and
Classical devices to optimize the network.

(0005 H0000000000000000605 . & oo OO O OEPAOONNAAANAONOARONEAOAAAA I0EANAEANNEAARAOOEEACANACONEAANOEAEANAR

Configuration
Information |




i Madrid SDN QKD Network A

“Inge os el futuro

These ideas have been implemented in Madrid.

Out of lab Testbed installed in production sites of Telefonica of
Spain.
Real use cases in real environments, showing high TRL:

Critical infrastructure protection: cyphering the control plane of a SDN+NFV
network.

End-to-end security using QKD.
Data plane security.

UPM, TID and Huawei Research Dusseldorf

And Telefonica of Spain as a provider of the nodes and optical
fibre.

a .?'.-;-'V‘.'-.'. e .L. _ U N VERSIDAD l A ’ M

lllllll ~ R T o)
u Re” i C s ® ' COMPLUTENSE UNIVERSIDAD AUTONOMA fundacuonhm
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SDN controller: Manages the network.
Quantum systems in A can be

connected with B or C.
Huawei’s systems designed SDN-aware.

New CV-QKD technology:

- Integration in manufacturing ecosystem.
- Quantum-classical coexistence.

The connection with the rest is
completely standard.

100
8 1520.000 oo ENEERIEREEN

-10.0

30.0 SRERRRERR F 1 2
n | The connection to the network
500 is through standard
. RLVILUUL VI RCULLY - Communications systems.
| N . ”rl,JQ. \
i i

“2a .. Madrid SDN QKD Network ‘B

POLITECNICA

“Ingeniamos el futuro

B C
SDQKDN """""""'""""""": SDQKDN
\ 4
A \:\\\ A //':/ A
<60km ' /'<60km
N\ \\ /, 4
| SDakDN |-
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Huawei Research Germany
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NFV MANO / SDN

-----
.2
.
.

Quantum-safe
Ecosystem

e Data Plane
Slte A &“\%#

ss as"

Critical Infrastructure control
plane protection.

. Lrree N Control
Plane

Data plane security

NFVO

; Demonstrated several use cases (g

. ' e

-"CCS“~ in a production environment

“Ingeniamos el futuro

Optical
SDNC

Standard Control Interfac

o .y

NFV T
Orchestrafjon : | i
layer E i 5

QKD Virtual QKD Link I ako

Servige RN T “

Sl Bob1 L " Bob2

7’
N\,

4

Active Physical S i'/ Stopped Physical

DC anf QKD Link " QKD Link
Netwoik 1
: Layer Hk
QKD
o f i e e e - ---------- -l'---\
SDOK Lo - o SDQK | ! .
DN DN i QKD Alice
RN : /7 1| Netwotk .
~ [ SDOK ] ./ : End to end quantum encrypted services
DN ’l o1
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e ..Conclusions &
Implementation of the SDN concepts in a quantum/classical network.” "

The network is a “real world” network: out of the lab and in a production
environment.

- Classical and quantum communications fully sharing the same network, from the infrastructure to
the management.

- QKD is seen as an additional capability of the network that can be exported to the application
layer.

- Shows high TRL for the technology.

The scheme allows for incremental and easy deployment of quantum

communications.

Avoids large up front costs and ad hoc modifications to the network. Potential “Zero touch”
integration.

Showcased practical use cases:
Critical infrastructure protection. SDN as an enabler and consumer

DELE plEMS Seaiisy - of QKD in telco optical networks.

End to end encryption
32
... Others




“CCSeue. Future.,

» H2020 Quantum Flagship.
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Basic Science

» Extensions of the Madrid Quantum Network testbed.
> Towards and European QKD network.

» Technological breakthroughs in CV-QKD (continuous
variables)

> CiViQ (Continuous Variables Quantum Communications, H2020
Flagship, Quantum communications pillar)

. Y’ e )

POLITECNICA

“Ingeniamos el futuro’

C iViQ

] o LA
; CAMF )F Universidad
LEUEEEY | EXCELLENCH u Rey Juan Carlos ‘ ('OM PLU l h\.s,l;‘. UNIVE R.’()'\( IMA fUndaCIOnhm

2117



San Sebastian A\
- -°:°..::.: == UAM de los Reyes - - i
B - Campus At Png o)

~SCCSee- Future =
» Evolution of the 47 -
Madrid Quantum
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- Technology is starting to 5 —m
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AN % Quantum
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ViQ Concept

o
. .
e i @
e e
Enhance the security of telecom network i O
infrastructures using QKD o i e
Requirements @
Flexible QKD systems allowing for Photonic integration
seamless network integration ideal for large-scale production and
in modern carrier infrastructures cost-effective QKD systems

- J
Y

Continuous Variable QKD Technology (CV-QKD)

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No 820466



L)

ViQ Objectives

/ Make QKD a mainstream technology for network and critical infrastructures security

Requirements and specifications driven by Telecom Industry Partners
(Equipment Manufacturers & Carriers)

Flexible, modular and Develop high performance QKD
network-aware QKD systems components and systems
« Standardized interface between components * GHz key rate at 30km and >150km reach
Open Development Platform (ODP) « Strengthened WDM Coexistence

- SDN-interfaced QKD systems and networks + Cost-effective & scalable QKD system design
* Photonic integration of components

Validation and benchmarking over Prepare for next-generation
Datacom and Telecom Infrastructures Quantum Comm systems and networks
* Production network environments * Add new CV quantum crypto functionalities
+ End-to-end security * Novel CV-QKD protocols and security proofs

» Interfaces with satellite and quantum repeaters

This project has rece&\ /
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