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Introduction

* Software-Defined Networking is a novel network paradigm that
allows to decouple the forwarding (data) and management (control)
planes of a network, traditionally encapsulated on each network
device.

* This network paradigm is based on the concepts of abstraction and
network programmability.

* All these techniques allow to centrally manage an entire network,
deploying and optimizing end-to-end services using standard
protocols, such as OpenFlow and NETCONF.
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Introduction

 Network virtualization allows to simulate network resources that do
not physically exist as hardware appliances.

* Virtualization in a network environment can happen in different ways

* Creating virtual links or tunnels across multiple devices that are given to the
user as a single link (VNTM).

* Abstracting several network resources as a single entity to be controlled by
end users (FlowVisor/OpenVirteX/Strauss arch.).

* Encapsulating network functionalities inside software images / virtual
machines (NFV).
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Introduction: Quantum Key Distribution

O
Bob Ingredients:

i * Qubit transmitter (typically

’ photons), Alice.

e Single qubit receivers, Bob.
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A mutually-beneficial relation

The integration of QKD technologies in novel network paradigms must be seen as a
mutually beneficial agreement, as both worlds can easily improve by being combined.

* Alleviates current and new (SDN+NFV) security threats
e Brings a physical security layer composable with traditional schemes
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* Allows to easily integrate and manage QKD systems, reducing costs
* Allows to use the trusted node model without additional assumptions.



Introduction

* Network services are increasingly requesting more flexibility and
network resources.

* One of the biggest demands is to increase the level of security for the
transmission between remote premises.

* Here we show an example of a node architecture and the protocol
requirements in a GMPLS environment to provide QKD-enhanced
security in end-to-end services.
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Definition of requirements in terms of parameters

* Parameters required to be exchanged (point-to-point encryption):

Session ID (key _handle): Initially set as 0, session ID gets the value of the first Key
handle extracted by the source agent in the initial setup. The source agent will be in
charge of updates (future work).

Key length: Length of the key to be used for the encryption.

Destination: It defines the other peer (encryptor/decryptor) to synchronise with.
Currently defined by an IP address.

Encryption Layer: Layer where encryption is performed.

Refresh type and value: Type of refresh to be done for a key (time/traffic/etc) and
the value to be considered as a threshold.

Algorithm: Encryption algorithm to be used.
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GMPLS+PCE Architecture
Proposed workflow: Case “Node starts”

GMPLS case:
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Experimental validation
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Experimental validation RSVP (signalli
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Securing SDN and NFV control plane operations

* Current network architectures and devices communicate with each other utilizing
different protocols and standards.

* Some of these protocols are open and therefore vulnerable to attacks while
others rely on security protocols, which internally use public key encryption (at
least for key exchange).

* Here we propose the integration of SSH-based interfaces for control plane
communication, replacing or reinforcing the public-key-based key exchange
(Diffie-Hellman) for QKD.



Abstract view
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Logical view
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Proposed implementation
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Demo workflow
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Key eXC h dan ge O p e rat | on (SS H ) Example using extended DH_group1
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Captures, Workflow (local example)
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Captures, Workflow (local example)
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Future developments

* We are defining new use cases for the integration of QKD
technologies in future network paradigms and services.

* We are currently collaborating with different standardization groups
from IEEE and ETSI in order to integrate QKD systems in current
control plane frameworks.

 We would like to create a physically distributed testbed to
demonstrate our solutions in a realistic scenario. We are currently
discussing these possibilities with network operators and vendors.
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