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1. Herramienta de rendimiento

2. Herramienta de monitorizacion y
Generacion de informes



Herramienta de rendimiento

e Ofrecer un conjunto de utilidades para
verificar y resolver problemas
relacionados con el rendimiento

e Flexibilidad y autonomia para las
nstituciones

e https://mastema.rediris.es
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Arquitectura - Tests
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Servidor HawkEye

e Servidor central para:
e Administracion

e Usuarios
e Clientes
e Sondas

e Definicidn y ejecucidon de Tests
e KPIs
e Parametros
e Reportes

e Lanzar Tests
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Software y Hardware endpoints

e Endpoints/probes/clients
e Software
e Mac OS/windows/Linux/iOS/Android/...
e VMWare OVA
e Raspberri Pi
e Hardware
e Raspberri Pi
e Appliances
e Se conectan directamente a la red
e Puertos dedicados
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Como lo uso

1. Pido acceso a https://mastema.rediris.es
2. RedIRIS proporciona credenciales

3. Registro los endpoints (autodescargables)
4, Hago los tests

5. Compruebo los resultados

6. Repito

iFACIL!
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Meétricas

e Throughput
e Asgoodputin RFC 2647 — throughput associated with packet payload, ignoring headers
e Transaction rate — transactions per second
e Response time — seconds per transaction
e Lost data —only payload data is included in calculations
e Max Lost Burst
o Jitter
e Delay
e MOS-ITU G.107 Mean Opinion Score
e Media Delivery Index Calculation
e Packet Jitter — individual packets in a media stream
e Delay Factor & Media Loss Rate & Media Delivery Index
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Tipos de tests — node to node y mesh

e UDP/TCP throughput

e Bitrate
e KPIs

e Loss/jitter/latency
e QoSlevel 3

e Voice and Video — using different codecs, simulating transmissions

e TCP Response time
e Transaction response time http/https, pop3/stmp, FTP, DNS, Exchange 365 and SIP
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Tipos de tests — real service test

e HTTP

e Avaliability and download time
e FTP

e Download time
e DNS

e Query

e TCP/UDP ping and Traceroute
e Bittorrent

e Dropbox
e Email
e Youtube
e [IGMP

e From OVA or harware endpoints
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Caso de uso

®eee0 Orange = 11:43

Settings IxChariot Endpoint

130.206.16.85

WI-FI CONNECTION

USE REGISTRATION SERVER

130.206.1.119
CONNECTED
GOBIERNO MINISTERIO MINISTERIO
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About

Se lanza la
prueba

WiFi

Se ejecuta la prueba entre
los tres Endpoints
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Restricciones

Calendario de uso

El calendario de uso que se debe respetar para utilizar las herramientas es el siguiente:

9 D2 (=) Semana laboral £ Semana FH Mes | =] Hoy Gaoctubre de 20165
e UEET e e |
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MAS INFORMACION

e http://www.rediris.es/conectividad/rendimiento.html
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Herramienta de monitorizacion y Generacion de informes

. [ BoN ] Console - CA Spectrum OneClick
e Consola OnecClick , =
File View Tools Help <@ " | vQllS|E Device Search: Go by IP Address
Navigation U@ Contents: ACC_ @ 9N
Alarms BRELEIGTY
Name 4 (W& Q Zoom: 100% ~| & ‘ Q
@ My Spectrum
¢ Favorites ‘
v @ Global Collections (1)
= ACC_EN 6)
v % Acceso telmad.swl (3)

v % Enlaces acceso telmad.swl-telma... \
v @ Puertos imprescindibles (2)
[ telmad.rt4.mad.re0_ae2 \
) telmad.swl.mad_ael
v @ telmad.nd.mad.re0_ae2 (2) \
©) telmad.rt4.mad.re0_xe-0/1/0
O telmad.rt4.mad.re0_xe-2/1/0 \
v # telmad.swl.mad_ael (2)
2 telmad.swl.mad_xe-0/0/1 \
O telmad.swl.mad_xe-1/0/5
v ® Puertos de agregados (2) \
) telmad.rt4.mad.re0_xe-0/1/0.1...
) telmad.rt4.mad.re0_xe-2/1/0.1... \
v @ Puertos del acceso (2)
©) telmad.rt4.mad.re0_ae2.143 \
&) telmad.swl.mad_xe-0/0/4
» % Acceso telmad.swll @ \
O telmad.rt4.mad.re0
O telmad.swl.mad \
Q telmad.swll.mad
O telmad.sw8.mad \
@ gestorl-spectrum (0x200000)

e Alarmas de estado de enlace
e Envio de detalles de alarmas por mail
e Vista topoldgica
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Herramienta de monitorizacion y Generacion de informes

e Performance Center

Estadisticas de utilizacion de red:

Trafico de Entrada/Salida

Paquetes descartados

Errores

Porcentaje de utilizacion de CPU
Porcentaje de ocupacidon de memoria

e Seleccion de intervalos de tiempo que se desee

e Inspeccion detallada (zoom) de cada grafico por separado

e Informes mensuales enviados por e-mail

e Envio de informes por e-mail para intervalos de tiempo personalizados
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Herramienta de monitorizacion y Generacion de informes: Performance Center

Tréfico Entrada (Hacia la Internet) y Sallda (hacia la institucién) - Interface aQ?
@ User Group: ACCESO_ _INTERFAZ_SWITCH

12.00

1100+

10.00

9.00

7.00

6.00 -

5.00

Mbits per second

4.00

3,00 W !

2,00 HJ 1

o LMMMN_LN mmmﬂ-f\m AJ\JV\_A AAAA?'\I\AAI'\A A wmﬁﬂaﬁﬂwﬁﬂ\/{\nyMrmmnm MAMAAAAAM{;
28

T T
10/25 26 27 29 30 31

2016

[Time Zone: CET]
— Bits In - Average Rate — Bits Out - Average Rate

**Daylight Saving Time Transition in Chart** 15-Minute Resolution

Errores y descartes en enlace de acceso - Interface AaQ?
@ User Group: ACCESO_ INTERFAZ_SWITCH

Resolution: Hourly Roll-up (Default)

Device Name Name Description Errors In - Total Errors Out - Total Discards In - Total Discards Out - Total
telmad.swi1.mad.red.rediris.es  ge-1/0/7 - - Linea de acceso ...  ge-1/0/7 0 pkis 0 pkis 0 pkts 0 pkis

Search Q Page 1/of1 C Displaying1-10f1 Max Per Page 10 v
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Herramienta de monitorizacion y Generacion de informes: Performance Center

Uso de CPU en switch de acceso - CPU - Utilization - Average
{8 User Group: ACCESOS_TELMAD_SW11_COMUNES

CPUS.1.0.0 Device Name
Sl telmad.sw11.mad.red.rediris.es
40.00 telmad.sw11.mad.red.rediris.es
=
51 30.00
v
& 2000
10.00 -
o'oo T T T T
10/25 27 29 31
2016

[Time Zone: CET]
— Utilization - Average

“*Daylight Saving Time Transition in
Chart**

Uso de memoria en nodo de acceso - Memory
@ User Group: ACCESOS_TELMAD_SW11_COMUNES
Resolution: Hourly Roll-up (Default)

Device Name Name
telmad.sw11.mad.red.rediris.es Memory 8.1.0.0
telmad.sw11.mad.red.rediris.es Memory 9.2.0.0
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Name
CPUS.1.0.0
CPUS.2.00

Page 1 of1

Description
Juniper Memory Statistics 8.1.0.0
Juniper Memory Statistics 8.2.0.0

Utilization - Average «
[ 8.32%
I 3.71%

C Displaying1-20of2

Utilization - Average
56%
48%



Herramienta de monitorizacion y Generacion de informes: Performance Center

Protocolos que generan més tréafico (ambas direcciones, tendencia en el tiempo) - Total - Rate R ]
@ Router: LO.telmad.nt4.mad.red.rediris.es Interface: ae0.116 - - Linea de acceso -
13.00 T
12,00
1100
10.00
9.00
°
S 8.00
o
8 7.00-
-
o
2 6.00-
2
S 5.00
=
4.00-
3.00
2.00 —
100 ' ‘
0.00
10/25 26 27 28 29 30 31
2016
[Time Zone: CET]
B https CLip.tep.443) http C.ip.tcp.80) I ssh Clip.tep.22) W TCP-20000 (.ip.tcp.20000) M TCP-50000 (.ip.tcp.50000)
W dns C.ip.udp.53) W imaps C.ip.tcp.993) W smp C.ip.tep.25) B hups CLip.udp.443) M TCP-1935 1cp.1935)
B ftp C.ip.tep.2D) B TCP-5938 (.ip.tcp.5938)
**Daylight Saving Time Transition in Chart** 86 Samples (2-Hour Resolution)
Hosts que originan mas tréfico (sectorial) - From ag?
@ Router: L0.teimad.rt4.mad.red.rediris.es Interface: ae0.116 - -- Linea de acceso -
Host Name From + Percent
B mn-ix2.iram.es (150.214.224.58) 14.3 gigabytes 31.73%
W (193.146.252.205) 7.8 gigabytes 17.28 %
W (193.146.252.213) 6.6 gigabytes 14.65%
B mad01s25-in-f14.1e100.net (216.58.211.206) 2.9 gigabytes 6.54 %
W (13.107.4.50) 2.9 gigabytes 6.53 %
B Dbachlien.u-strasbg.fr (130.79.11.44) 1.8 gigabytes 411 %
W (192.148.213.40) 1.7 gigabytes 3.83%
B 65.red-88-27-255.staticip.rima-tde.net (88.27.255.65) 1.7 gigabytes 3.78%
B (188.165.174.161) 1.5 gigabytes 3.40%
W (185.43.182.40) 1.3 gigabytes 278%
W wb-in-f33.1e100.net (66.102.1.93) 1.2 gigabytes 269 %
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Herramienta de monitorizacion y Generacion de informes: Netflow Analysis

e Netflow Analysis - Andlisis de flujos

e Estadisticas de flujos de red en los accesos

e Hosts

e Protocolos

e Traficos por Sistema Autdnomo (ASN)

e Envio de e-mail con estadisticas para un periodo de tiempo seleccionado
e Informes mensuales

e (Con qué hosts hay mayor intercambio de informacion?

e (Cudles son los hosts que generan mayor volumen de trafico?
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Herramienta de monitorizacion y Generacion de informes:

Netflow Analysis

~) Flow Forensics

y Stacked Protocol Trend - In
October 30, 2016 12:52:00 PM - October 31, 2016 12:52:00 PM CET

telmad.rt4. mad.re0 (130.206.206.250)::ae0.116 - - Linea de acceso 20.00 Gbps
96 samples at 15-minute resolution
700 = https (“.ip.tcp.443)
600 W hitp (*.ip.tcp.80)
dns (".ip.udp.53)
500 | ftp (“.ip.tcp.21)
400 ssh (“.ip.tcp.22)
4 ; W https (“.ip.udp.443)
< 300 | A\ TCP-1935 (*.ip.tcp.1935)
| W TCP-4070 (*.ip.tcp.4070)
200 - TCP-50049 (*.ip.tcp.50049)
100 l \ l ; ﬂ | W TCP-5938 (*.ip.tcp.5938)
m TCP-50000 (*.ip.tcp.50000)
0 m TCP-20000 (*.ip.tcp.20000)
1244 PM 329 PM 6:14 PM G59PM 1144 PM 229 AM 514 AM 7:59 &AM 10:44 AM12:44 PM Other
10730 10431 1031
y Stacked Protocol Trend - Out
October 30, 2016 12:52:00 PM - October 31, 2016 12:52:00 PM CET
telmad.rt4. mad.re0 (130.206.206.250)::ae0.116 - - Linea de acceso | | - 20.00 Gbps

96 samples at 15-minute resolution

12 = https (“.ip.tcp.443)
| hitp (*.ip.tcp.80)
10 1 ssh (“.ip.tcp.22)
8 | W TCP-1935 (*.ip.tcp.1935)
| TCP-50000 (*.ip.tcp.50000)
2 s | W TCP-20000 (*.ip.tcp.20000)
2 dns (".ip.udp.53)
4 m TCP-4070 (*.ip.tcp.4070)
https (*.ip.udp.443)
2 W TCP-40439 (*.ip.tcp.40439)
W TCP-3876 (*.ip.tcp.3876)
0 = 1 — — B TCP-48662 (*.ip.tcp.48662)
1244 PM 329 PM 6:14 PM 59 PM  11:44 PM 2:29 AM 514 AM 7:59 AM 10:44 AM12:44 PM Other
10430 10431 10/31
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Herramienta de monitorizacion y Generacion de informes: Netflow Analysis

y Stacked AS Trend - In
October 30, 2016 12:53:00 PM - October 31, 2016 12:53:00 PM CET

telmad.rt4. mad.reQ (130.206.206.250)::ae0.116 - - Linea de acceso - 20.00 Gbps

96 samples at 15-minute resolution

600 m AS 766
m AS 19679
500 AS 15169
m AS 16509
AS 8075
i m AS 14618
AS 20940
‘ W AS 23456
AS 32934
i W AS 3352
‘ B AS 6739
: W AS 64600
1244 PM  329PM  EB14PM  S59PM  11:44PM 229 8M 514 AM 759 AM 10:44 AM12:44 PM Other
10430 10/31 1031
y Stacked AS Trend - Out
October 30, 2016 12:53:00 PM - October 31, 2016 12:53:00 PM CET
telmad.rt4. mad.re0 (130.206.206.250)::ae0.116 - -- Linea de acceso - 20.00 Gbps
96 samples at 15-minute resolution
10 B AS 766
i B AS 2259
8 1 | AS 3352
B AS 15169
& AS 32934
2 W AS 23456
2, 1 AS 20940
i) W AS 16509
AS 15133
2 m AS 54113
) W AS 16276
0t+aa = £ : W AS 16625
1244 PM  329PM  B14PM  S59PM 1144 PM 220 4M 514 AM 759 AM 10:44 AM12:44 PM Other
10430 10431 10431
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Herramienta de monitorizacion y Generacion de informes: Netflow Analysis

s Host Summary Pie Chart - To
September 19, 2016 12:15:00 PM - October 19, 2016 12:15:00 PM CEST

Informe Acceso con filtro (incluye rango)

W (193.146.252.205) 973.51 GBytes 95.89 %
W (193.146.252.213) 29.25 GBytes 2.88 %
W remote0.oan.es (193.146.252.210) 7.04 GBytes 0.69 %
B mercurio.oan.es (193.146.252.206) 3.41 GBytes 0.34 %
(193.146.252.187) 612.79 MBytes 0.06 %
M remotel.oan.es (193.146.252.211) 546.29 MBytes 0.05 %
(193.146.252.196) 421.49 MBytes 0.04 %
W (193.146.252.227) 17.58 MBytes 0.00 %
(193.146.252.200) 12.84 MBytes 0.00 %
W (193.146.252.224) 12.08 MBytes 0.00 %
W (193.146.252.202) 12.07 MBytes 0.00 %
W (193.146.252.194) 11.58 MBytes 0.00 %
Other 334.50 MBytes 0.03 %
Total 1.02 TBytes 100.00 %

'Y COMPETITIVIDAD Y AGENDA DIGITAL

([ )
@ S S e 2RO (RS o Wy ZIRIS ﬁ.‘,



Herramienta de monitorizacion y Generacion de informes: Netflow Analysis

s Host Summary Pie Chart - To
September 19, 2016 12:15:00 PM - October 19, 2016 12:15:00 PM CEST

Informe Acceso con filtro (excluye rango)

™ askja.rhihiis (130.208.165.26) 6.50 GBytes 12.58 %
W (131.176.236.28) 903.91 MBytes 1.75%
almascience.hq.eso.org (134.171.46.218) 666.14 MBytes 1.29%
W (13.107.4.50) 411.27 MBytes 0.80%
(213.242.95.254) 197.97 MBytes 0.38%
B 89.140.237.148 static.user.ono.com (89.140.237.148) 237.56 MBytes 0.46 %
gra-Ix1.iram.es (150.214.244.11) 154.82 MBytes 0.30%
B 65.red-88-27-255.staticip.rima-tde.net (88.27.255.65) 217.42 MBytes 0.42%
mrt-Ix2.iram.es (150.214.224.58) 164.86 MBytes 0.32%
B (213.242.95.126) 93.60 MBytes 0.18%
W (185.43.181.154) 123.42 MBytes 0.24 %
B cds156.mad.linw.net (178.79.222.16) 100.13 MBytes 0.19%
Other 41.89 GBytes 81.09%
Total 51.66 GBytes 100.00 %
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Herramienta de monitorizacion y Generacion de informes

e Puesta en marcha del servicio: Mayo 2017

e https://www.rediris.es/servicios/soporte instituciones/herr-
monitor/monitorizacion.html.es

e Servicio habilitado para 78 instituciones en la actualidad
e 46 acceden directamente
e 32 acceden de forma indirecta
e Se esta trabajando en la Integracion con SIR
e Tratando el asunto con la desarrolladora de la herramienta
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iGracias!
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